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YBOoa

3a IBITO BpeMe HE € MMaJIO KOPEHHA MPOMSHA B MPEXHUTE M MPEKOBUTE
TEXHOJIOTHH, KOUTO HUE JHEC Mmo3HaBame. [loBeueTo oT Hal-U3II0I3BaHUTE
npoTokoJiu ca ot 70-80 -Te roauHM HA MUHAIUA BeK. B THEIIHUA TUMHAMUYECH
CBSAT, B KOUTO TEXHOJIOTHUTE CE MPOMEHST C BCEKH JICH, MPEKOBHUTE TEXHOJIOTHH
TpsiOBa J1a mpeyIoxkar Obp3uHaTa, MaladbuPyeMoCTTa U JIECHOTA B YIIPABJICHUETO,

OT KOATO CBCTA UMA HYIKA.

C uen 1a OTTOBOPUM Ha TE€3U M3UCKBAHUS HUE KauBaMe MPEXKUTE Ha
codTyepHO HUBO. B ncrtopusita Ha UHPOPMAITMOHHUTE U KOMITIOTHPHUTE
TEXHOJIOTUH, HelaTa I0CTa 4eCTO ca OUIM Ch3[JaBaHU Ha HUBO COPTYEp U BETHDBXK
pa3paboTeHO ce cBajIs Ha XapayepHo HUBO. [10 TO3u HaUMH WHOBAIIUUTE Ca
BBPBSJIM HampeI. 3a /1a JaJeM HOB TJaChK HA MPEKOBHUTE TEXHOJOTHH, TE TpsiOBa
OTHOBO Ja ObAaT KaueHu Ha coTyepHOo HUBO. Taka ce 3apexnaa uueara 3a

Codryepno edunupanara Mpexa.






[ maBa mbpBa

1.1. Internet Exchange Points (IXP)

Internet Exchange Point (IXP) ' npencrasinssa undpactpykrypa, KOSTo
IPEeIoCTaBs JOCTHII IO Mpexka, upe3 kosato uatepHet noctaBuuiig 1 CDN (Content
Delivery Networks) ? 0OMeHST UHTEPHET TpAQUK MEKITY CBOMTE MPEKH
(aBTOHOMHHU crcTeMH). ABTOHOMHA CHCTEMa MPEJICTaBIsABA TPyIla OT MPEXKH TI0]T
YIPABJICHUETO Ha €Ha KOMIIAHUS ¢ OOIIY MpaBWIIa 32 MapIIPyTHU3AIUsI OT U KbM

HNnTepner.

IXP HsiMansiBa KOJIMYECTBOTO TpauK, KOWTO TpAOBa 1a ObJie JOCTABEH MPE3
upstream pocraBunnure Ha Internet Service Provider (ISP)?, karo 1o 1031 HauuH
HaMaJIsiBa Cpe/iHaTa lieHa, per-bit JocTaBsiHE HA TEXHUTE yCIyTru. Ype3 MHOTOTO
BpB3kH B [XP, ce moBuiaBa eeKTHBHOCTA U OTKA30yCTOMYMBOCTTA 3a BCEKH €JIUH
KJIIMEHT, KOUTO € Bbp3aH B Mpexara. [ maBuusT ¢pokyc Ha IXP e na ynecuu

CBBP3aHOCTTA YPE3 CIIOACICHH TOYKH 3a JOCTBHII.

[IpequmcTBaTta Ha [XP:
e [lo3BoJIsIBA BUCOKO CKOPOCTEH TpaHchep

e HamansaBsa 3aKbCHEHUETO

T IXP - Internet Exchange Point

2 CDN - mpeska 3a npeocTaBsHe Ha CbabpxaHue. Haii-4ecto ce 13nonssaT 3a ONTUMUM3NPaAHO
OOCTaBsHEe Ha CTaTUYHWN PECYPCU, KaTo Hanpumep n3obpakeHnst n BUAEO

3 ISP - NHTepHeT AocTaBYmK



e OcurypsiBa 0TKa30yCTOMYUBOCT
e [lono6OpsBa epeKTUBHOCTTA HA MAPIIPYyTU3aPAHETO U MPOITYyCKBATEIHA

CIIOCOOHOCT

duznueckara UHPPaCTPYKTypa BKIIOYBA MHOKECTBO BUCOKOCKOpOCTHH Ethernet
komyTaTtopu. ToukuTte 32 0OMeH OOMKHOBEHO €a B FOJIEMU U3UUCITUTEIHH
IIEHTPOBE, Kb1eTO ISP ¢ KouTo TpsiOBa Ja OOMEHSAT MPEXH CHITO0 UMAT 00OPYIBaHE
(Point of presence). ToBa mpaBu CBHP3BAHETO Aasiey MO-JIECHO, HO CHIIO TaKa

mpo0JieM B €Ha Crpajia MOXe Jla HaBpeId Ha TOJIsiM OpOi MPEKHU.

Oo6msnata Ha Tpaduk B IXP mo npunnumn ce ycbiectsBa Ha 0a3ata Ha Border
Gateway Protocol (BGP). O6uknoBeno ISP 3agaBar nmbruiiara, KOMTo UckKar aa
Obnat cnoaeneHu. Morat aa u3depar Ja MapiIpyTU3UpAT ¢ TEXHU aIpecu WK
TakuBa npenocraBeHu ot IXP. B Hakou ciydan, Internet Exchange Point moxe na

CIIY’KH KaTO pe3epBHA Bpb3Ka, B ClIyyau 4e AUPEKTHA CBbp3aHOCT Ha ISP ormanne.

[TepBute IXP ca 6unm crojenenu, ornepaTuBHUTE Pa3Xodu Ce TOKPUBAT U
CIIOJIETIAT OT BCUUYKU CBbp3aHu ISP. B yChbBBpILIEHCTBEHU 1 YaCTHU TakuBa, ISP ca

TaKCyBaHM MECEYHO WJIHM TOJIMIIHO Ha 0a3a Opoil mopToBe u/miu Tpaduk.

BB3M0kHO € U cBBbp3aHOCT MeXay MHOXKeCcTBO IXP, kato 110 1031 HauuH
OCUTYpsIBaT CBBP3aHOCT 3a TEXHUTE KIHeHTU. B mocnenno Bpeme Content delivery
Providers (CDN) uznonsBat IXP 3a ga ce cebpxat ¢ ISP u npyru CDN, kaTo 1o
TO3M HA4YMH NPEIOCTABAT II0-BUCOKO CKOPOCTHA KOMYHMKAILIMS 32 TEXHUTE KPauHU

KIIMCHTH.



1.1.1. Bwunose IXP

e Komepcuannu IXP (CIX) *

Commercial Internet eXchange (CIX) e IXP, koeto nmo3BosisiBa 6e3miareH oOMeH
Ha Ha TCP/IP tpaduk, BKItouuTeIHO U KoMepcuaieH Tpaduk mexay ISP. Toa e

CIIOMOT'HaJIO 3a Chb31aBaHCTO Ha HHTepHeT KaKBbBTO I'O ITIO3HaBaM€ JHECC.

ITpumep 3a ToBa € Deutscher Commercial Internet Exchange (DECIX)’ -
HeyTtpaieH ISP, namupain ce BB @pankdypt (I'epmanus). Toit e Hail-roeMusT B
CBETOBEH Mariab OT TiieJiHa TOYKa Ha MMKOB TpadUK M MaKCUMalHa

npoIryckaresnsa crnocoOHocT ot 5 Thbps.

DE-CIX umar Haa 700 Bpb3ku ¢ ISPs, BKIIOUMTETHO U JOCTAaBYMIIA HA
mupokoeHToB A0cThII, CDNS, ye® XOCTHHT, KAKTO M YTBBPJSHU OIEPaTOPH B HA

20 U3YHUCIUTETHU LIEHTPOBE.

4 CIX - KomepcuaneH Internet Exchange Point
5 DECIX - Hemcku komepcuaneH Internet Exchange Point



e Peruonanuu Internet Exchange Point

[Tpumep 3a ToBa € BIX, koifto e mbpBuAT HeyTpasieH Internet Exchange Point
(IXP) B bwarapus. Uaesta 3an pernonanen [XP e momoOpsiBaHETO Ha BPB3KUTE B

CTpaHaTa U MO-BUCOKO CKOpocTeH MHTepHeT.

Hpyr npumep e Balkan Internet Exchange Point, kolTo Ma Mo HAKOJIKO JOKAI[UU

BBbB BCUYKHU ABbpPrKaABU OT bankanckus PErruoHx.

1.1.2.  VYcayru npenocrapsau ot Internet Exchange point

e [lybmuuna CBbp3aHocT
[IyOnryeH NTUbPUHT € CBBP3aHOCT HA MHOXECTBO yyacTHULM B IXP, upe3 koiiTo cu
0oOMeHST TpaduK U € TOCTHIICH 3a HOBH 3a CBbp3aHOCTH. Peannzapa ce Ha 6a3arta
Ha MpeXoBa HH(ppacTpyKTypa, U3rpajaeHa Ha 0a3ara Ha Ethernet Texnonorus.
Knuenture morar ia ce BbpKaT Mpe3 €AUH WIH HIKOJIKO Ha Opoi o0equHEeHH
IIOPTOBE U Ja peAIN3UpPaT CBBP3AHOCT C IPYTH YYACTHULM. Ta3u CBBP3aHOCT MOXKE

Jla CE€ OCBILECTBU YPE3 U3TPAXKIAHE HA BPB3Ka KbM HIKOS OT Kojokauuure Ha [XP.

Peering yciyrata ce u3rpaxkaa u moi3Ba upes onpeneieH VLAN u upes
npenoctaBeHu u/uinu auanau [Pv4 n/unu [IPv6 anpecu, kato € A0CThITHA 32

paznuunu kanamuretu 3anousany ot 1GE no 100GE.



e YacTHa CBBpP3aHOCT

YacTHHAT peering MpeAcTaBisiBa JUPEKTHA CBBP3aHOCT HA J1Ba yuacTHHUKA B [XP,

0e3 T4 J1a € JOCTHITHA 32 APYTH YYACTHHIIH.

e Mynrukact [Ipenoc

MynTukacT ycayrara iaBa Bb3MOKHOCT YYACTHUIIMTE J1a U3I0JI3BAT CBOUTE
MOPTOBE 3a MPEHOC Ha BUJICO U ayINO0 ChAbpPKaHUE, KATO CE pealn3upa upes
multicast VLAN-n.

Heob6xomumu ca 1Be cTpaHu:

* Multicast U3TOUHUK— YYaCTHUK, KOWTO MPUTEkKaBa BCUYKH aBTOPCKH MpaBa
BBpXY ChAbpxkaHueTo (multicast source VLAN)

* Multicast monyuaTten— Y4acTHUK, KOWTO MCKa J1a MOIYYHU ChAbPKAHUETO

(multicast receiver VLAN)

e Blackholing®

N3nonsa ce 3a muturanus Ha DDOS (Distributed Denial-of-Service Attack). B
ciy4ait, ue kmeHT Ha [XP 3aceue aTaka HacoO4eHa KbM HETO, MOXKE Jla ChbOOIIH Ha
Exchange Point-a npedukcure oT KOUTO UABa HAAAEHUETO U TO J1a Obie
osiokupano omie B mardgopmara Ha IXP. MiMa B3MOXKHOCT Ja ce Ch3/1aaT
MOJINTUKH 32 GUATpHUpaH Tpapuk, KOUTO MOTaT Ja ObJAT U3NMPATCHH HA TPyIia

rpyIa OT CBbpP3aHU KIIMEHTH.

6 Blackholing - npn DDOS aTaka mpexuTe ce Grnokupar aupekTHo ot IXP



e DirectCloud’

IXP moxe na mpeioxu IMpeKTHa CBbp3aHOCT KbM cloud ycmyru kato Azure u

AWS.

e E-Line - virtual point-to-point private line®

Upe3s point-to-point ycimyrara, KIMEHTATE MOTraT Ja KOHPUrypupaT eauH uin
MHOkecTBO VLAN Ha TEXHUTE MOPTOBE, KOETO UM OCUTYPsIBA CBBP3aHOCT 10

JpyTH KJIUEHTH CBBbP3aHU B ChIlaTa rmiaaTdhopma.

E' LI N E Point-to-Point

APOLLON

Extend your network to a second data center

E—

mmmm  Connect to your transit provider in the same facility
Connect to a port for your own ideas

]

Hf W N =

Connect to your partners

@uwr. 1.1. E-Line Point-to-Point cBbp3anocT

7 Direct Cloud - IXP npegnara gupekTHa CBbP3aHOCT C HAKOW OT rofieMuTe JOCTaBuYnLM Ha 0BnavHu
ycnyrm
8 E-Line Point-to-point - Vlan 3a gupekTHa CBbP3aHOCT MEXAY KMUEHTK



e E-LAN’

[Ipenoctass multipoint-to-multipoint ycinyru, mogo6Ho Ha Tpaguuroned VLAN,

KOWTO ce CBBpP3Bd KbM MHOKCCTBO ITOPTOBC.

E = LAN Multipoint-to-Multipoint
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@uwr. 1.2 E-LAN Multipoint-to-Multipoint cBbp3aHOCT

1.1.3. M3non3Bano obopyaBaHe u mpotokosu B IXP

B tunnuen [XP ce u3nonssar equH Wi MHOXKECTBO MPEXKOBH KOMyTaTopu. B

HayayioTo ca omiu u3nossBanu fiber-optic inter-repeater link (FOIRL)

® E-LAN - criofiensiHe Ha MHOXECTBO MOPTOBE MeXOy KINEeHTU



koHueHnTpatopu win Fiber Distributed Data Interface (FDDI) npbcTenu, kaTo Ha

o-KbCeH erar e nmpemuHaTo Ha Ethernet.

Yact ot nepsute IXP ca ummnementupamy ATM' komyTtatopu, Ho Ethernet ce e
HaJIOKWJI KATO MHOTO IO-EBTHH U JIOCTBIIEH 3a U3rpaxaane. MacoBo mopToBeTe

nuentHo Bpeme B IXP ca ot 1Gbit/s 7o 10Gbit/s B mo-rojaeMute U34UCIUTETHU

nentpose, kato B AMS-IX u DE-CIX, ce npemara 100Gbit/s.

WNurepHet Tpaduk oOMeHa Mexay 1Ba yuacTHuka B [XP ce ciyuyBa B moBedeTo
ciydau Ha 0azata Ha Border Gateway Protocol (BGP) kondurypupano mexmay Tsx.
Te n3bupat kou MbTUILA 1A CHOJEIAT NPE3 AUPEKTHATA CH Bpb3Ka - OUIIO TO
ITBTUILA OT TEXHUTE MPEXU WM bTUIIA 10 Apyru [XP, B kouTo Te ca cBbp3aHu.
Ot npyrara ctpaHa, Ipyrus y4aCTHUK MOXE J1a IPUIIOKHU (PUITpUpaHe Ha
[IOJIy4EHMTE ITbTULIA, 1aJIH 1€ IpUeMe IbTUINATA U ja TH PYTHPA WIH J1a TU

HUIHOPHPA U Ja U3II0JI3Bad APYI'U IIbTHUIIA a3 Ja JOCTUTIHC OAJCHU aIpPpCCH.

Transit exchange 3a paznuka ot Local Exchange, Hsima aboHaTu U 3a ToBa HEe Urpae
poJIsiTa HAa U3TOYHUK Ha TpaduKa B MpekaTa, TOW caMo CbOMpa U IMpeHacoyBa

TpaduKa 1o JOKATHUTE OOMEHH.

1.1.4. Tlpobnemu cpeiiani B MOMEHTA

Haii-uecto cpemanute mpobiemu B MoMeHTa B e1HO IXP ca cBbp3anu ¢

MEHAXXHPAHETO HAa MpexaTa. MIHCTanupaHeTo Ha HOBU MPEXOBU YCTPOMCTBA

19 ATM - Asynchronous Transfer Mode
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M3HMCKBA KOHQUryparus, KosTo TpsOBa Aa ObJe U3BbPIIEHA OT KBAIU(PUIIUPAHU
MpEKOBH MHKEHEPU. B ciryuail, ye KIMEeHT ucKa pa3InyHU BUJI0BE CBBP3aHOCT,
OWIJIO TMPEKTHA KbM JIPYT YYACTHUK WM KbM MyOJIMYEH peering, TpsOBa Jia ce

MPaBST MPEKOBU, & U MOHSIKOra XapyepHU MMPOMEHMU.

[ToBeueTo OT T€3u MPOOIEMHU MOTAT J1a OBJAT PEIICHH ChC COPTYEPHO
nedurupana mpexa (CIM). Jlo6aBsiHeTO HAa HOB KJIIMCHT WJIM CMSHATa Ha yCIyra,
MoOXke Ja ctaBa 3a cekyHau. CJIM naBa Bb3MOKHOCTTA 3a yIIpaBJICHUE HA Iis1aTa
Mpexa Ha MHoro HuBa (L2; L3; L4 ot OSI Mojena) oT euH KOHTPOJIEp U MOTaT Jia
obaar no6assau pectpukiiuu mo MAC anpecu, IP agpecu u noprose. B legacy
Mpeka TOBa OM M3UCKBAJI0 KOHPUTYpAIIMU HAa KOMYTAaTOPH, MAPIIPYTU3ATOPH U

3amuTHU cTeHH, Jokato B CJ/IM Bcuuko ToBa ce CirydBa B 001l KOHTPOJIEP.

1.2. CodTyepHo aedpuHupana mpexa (CLAM)

Codryepuo ledbunupana Mpexa € TEXHOJIOTHS C BUCOKO HUBO Ha aJanTaius,
JIECHA 3a YNPABJICHUE U U3KIIIOUNTEIIHO JUHAMU4YHA. ApxuTekTypara Ha C/IM
paznens Forwarding Plane ot Operational Plane. [1o To3u HaunH MpexoBust
KOHTPOJI CTaBa Iporpamupyem, a nuHdpacTpyKkTypaTa OTAOIY Aa Obae abcTpakTHa
3a MPUJIOKEHUsATa U MpexoBute ycrmyru. OpenFlow mpoTokona € chliecTBeHa 4acT
ot koHcTpyHupanero Ha Software Defined Network (SDN). ApxutekTypHo

KJIFOYOBH aCIEKTH ca pa3riienanu B rfc7426.

11
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Figure 1: SDMN Layer Architecture

@ur. 1.3. SDN apxuTekTypa

SDN pabGoTu Ha mpUHIIUITHA, Y€ MHOTO Ha Opoit SDN komyTaTtopu ce ympasisiBaT
OT €IMH KOHTpoJep. ToBa Hano100s1Ba HaIIpUMEP BeU€ ChUIECTBYBAIA UIE€OIO0TUS
c TenedonHara nenrpana Ha Ericsson MD110 PBX. MD 110 e usrpazaena ot

MoxysiHM Oj0koBe, 1 line interface modules, LIM (Line Module), kouTo ca roixemu

12



CUCTEMH CBBP3aHM upe3 leHTpasiHa rpyna komyTtatopu, GS (Group Switch). Beska
€/IHa OT TeIeOHHUTE IEHTPAIA MOKE Ja pabOTH 1O OTJEITHO WM KaTO 4acT OT

rojiama MD cucrema.

1.2.1. IIpeaumctBa Ha C/IM

e [lenTpanusupana Mpexa

CodryepHo neduHUpaHUTE MPEXKHU TIPEAOCTABAT LIEHTPATU3UPAH OIJIe] Ha 1sj1aTa
MpeKa, KOETO I'0 MpaBH MO-JECHO Jia Ce YIpaBJIeHUE U MHCTAJIAlUS Ha HOBU

YCTPOMCTBA

e (CurypHocT
SDN KOHTpoOJEpa OCUTYypsiBa LIEHTPAJIHA TOYKA HA KOHTPOJI, pa3IpOCTPAHIBAHE HA
MOJINTUKY 33 CUTYPHOCT M3 Is1aTa Mpexa. EBeHTyaneH MuHyc Ou Oui, ye uma

[IEHTPAJTHO 3BEHO, KOETO MOXKe Jla ObJie aTaKkyaHo, HO nmocpeacTBoM fault-tolerance

CTPYKTYpH TOBa MOXe J1a ObJie MPEOTBPATEHO.

13



e QOverhead Reduction

B ceramnuTe ¢puznuecku cpeau, M30JanuaTa Ha MaluHa U3UCKBa KOH(Urypaims

Ha VLAN Ha paznuyHu MpeXOBH yCTPOMCTBA, B TOBA YHCIIO MAPIIPYTU3ATOPH U
komyTtaropu. IIpu SDN TOBa ce cinrouBa B KOHTpOJIEpa, KOETO 'O IPABH JIECHO 32
JlocTaBUMIIMTE HA YCIYTH J1a U30JIMpaT JaJieHa KIIMEHTCKa MallluHa, OUII0 TO

¢du3nYecKa WM BUPTyaIHa OT APYTUTE KIIUCHTH.

e Hawmanen downtime Ha uHppacTpyKkTypara

SDN BupTyanu3upa HOBEYETO OT MPEKOBUTE MPOLECH, KOETO MTPABH
U3KITFOUUTENHO JIECHO MOA00OpABaHE U TECT HAa MAIIMHUTE B HHPPACTPYKTYpTA.
[sanaTta konpurypauus Ha SDN koHTposiep Moxe J1a Oblie 3ana3eHa u aa Obie

BBH3CTAHOBEHA OBP30 B ClIydail Ha mpoOeMm.

e (CraTuCTUKH U TOAOOPEHUS

Mperxara Moxke MHOTO MO-JIECHO Jia ObJie cie/ieHa Ha Oa3aTa Ha KOETO Jia ce
HaIpaBAT Pa3INYHHU BUJIOBE CTATUCTUYECKU aHATU3H, OMJIO TO KOra Mpekara €
M0-HATOBApPEHA, OT KAKBU MPEKHU B KAKBO BPEBE MMa NOBeUE aTaku. Moxe Ja ce
CJIEM KOJIKO Ca M3MOJI3BAHU JaJICHA PECYPCH U TaKa J1a c€ Ch3AaAaT IUIAHOBE 32
knueHT Ha IXP unu DC. Koeto 6u momornasno 3a HamaisiBane Ha CapEx u

OpEX.

14



1.2.2. Openflow

OpenFlow e oTBOpeH crangapt meHaxkupan ot Open Networking Foundation. Toit
yKa3Ba MPOTOKOJ Ype3 KOUTO KOMYTATOP M OTJaJICUeH KOHTPOJIEP MoraT Jia
MOAU(UITUPAT MMOBEICHUETO HAa MPEKOBUTE YCTPOICTBA Upe3 100pe AehuHUpaHU

“forwarding instruction set”.

Pasrnenana e 3-tier apxutekrypara Ha SDN:
e Application Tier

o Northbound APIs ca nporpamuute untepdeiicu Mmexay miarpopmara
Ha KOHTpoJepa U paboTENIUTe OTrope MPUIOKEeHHU. ApXUTEKTypaTa
Ha Tpu HuBa ce Ppoxycupa BEpXy Te3u API'!, kouto ekcrionupar
YHUBEPCATHUTE MPEKOBU aOCTPAKINK ¥ (PYHKITMOHATHOCTH B
KOHTpoJsiepa u mo-toyHo, Floodlight - 3a na 6b1aT U3M0OA3BaHU OT
MPEXKOBHU MPUIOKeHUA. Te3u nporpaMHu uHTEpQeicu ca myOInaHO
JIOCTBITHU 32 U3MOJI3BAaHE U MOI00psBaHe OT OOITHOCTTA 3aHUMAaBaIla

CC C OTBOPCH KOMA.

e (Control Plane Tier
o Control plane tier ce siBsiBa camusi KouTpoJiep B SDN apxurekrypara.
KonTpoiepa ce cBbp3Ba € BCAKO €THO MPEKOBO YCTPOUCTBO. Ch3/1aBa
action-u Ha 06a3aTa Ha pa3IMYHU BUJIOBE XapaKTEpUCTUKH Ha Oa3aTa

Ha MAC anpecu, IP agpecu, moptoBe u Jpyru, KOUTO C€ pa3mpaiiar

" API - Application programming interface
15



HAa KOMYTaTOpUTe. B Ciy4yal ye MpUCTUTHE MAKET 32 KOUTO HAMA
Ch3JaJICH action Ha HAKOW MOPT OT KOMYTAaTOPUTE, TOM ce U3Ipaiia
KbM KOHTPOJIEpa, KOMTO OT CBOSI CTpaHa TpsiOBa J1a B3eMe PeIlieHue
Kak Jia mpoieaupa ¢ nero. Ciesn ToBa Ja ch3najie action u Toit aa Obe

U3MpaTeH Ha KOMyTaTopa.

Morart 1a ce cb37aBat pa3IMdHH BU0BE action-u u flow-ose. Tora
BKJIFOYBA, Y€ €JHO MPABUIIO, MOXKE JIa U3JIF0YBA JIPYTO WM MPaBUJIa Ja Ce

Haciarsat nogoono Ha MPLS!? label.

Open Floodlight konTponep mogaspxka Openflow ot 1.0 g0 1.4.

e Data Plane Tier

B 3-tier SDN apxuTekTypaTta, KOHTpoJepa € GU3NISCKH pa3/iejeH OT
data forwarding plane, mpumepHo: GU3HUECKH HIIK BUPTYaJIeH KOMYTaTOP
MOJKE J1a KOMyTHPa IMaKETH U OTIEJICH ChPBBP J1a U3MBIHABA network
control plane.

Tosa pa3aenenue mo3BoisiBa Ha control plane ma 6b1e
MMITJIEMEHTHPAH 10 pa3IudeH MOJIeN Ha pasnpesenenue oT data plane. Ha
BTOPO MsICTO, MO3BOJISIBA pa3paboTBaHeTO Ha control plane Ha oTaenHa
paboTHa cpesa OT Ta3H Ha KOSTO B JaICHUSAT MOMEHT (yHKIITMOHHUPA
paboTel KOHTpOoJIep 3a pa3inka OT CTAaHAAPTHUTE KOMYTaTOPH U

MapuipyTu3aTopu. 3a 1a paboTu ToBa, TpAOBA J1a UMa HAKAKHB HAYWH

2 MPLS - Multiprotocol Label Switching
16



KOHTpOJIepa BCe Mak Ja komyHukupa ¢ data plane. Haif-nonynsipHustT HauuH

3a ToBa € OpenFlow - crangapTen uHTEpdEiic 32 KOHTOI Ha KOMYTaTOPH.

Application
Tier

E &a 3

T T I

Big Virtual Big Tap
Switch

-

- -
Northb::und AP

Control
Plane
Tier ]

Big Network
Controller

Data Plane Interface / Openflow

Data
Plane
Tier

HYPERVISOR

OpenFlow Hypervisor DpéhF'lfw;.
Switches Physical
Switches

@ur. 1.4 OpenFlow apxutektypa

1.2.3. XapayepHu pemieHus

OpenFlow Bepcus 1.0 uznuza npe3 2009 ronvua, mpruurHaTa 3a TOBA Y€ YaK cera
ce oOpbIlla MoBeYe BHUMAHUE € JINTICBaTa Ha CTa0WJIeH Xapayep, KOUTO Ja ro

noIbpxa. Toi € MPOTOKOI C OTBOPEH KO/, KOUTO CIIOKOWHO MOXeE /1a ObJie
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MMILJIEMEHTUPaH U KOHPUTYPUPAH HA CTaHJAPTEH KOMYTAaTOP, HO U3BECTHU

HpO6JI€MI/I CbC CKOPOCTTA O01xa Bb3HUKHAIIU.

KomyTtaTopa ce Hamupa Ha cnoit 2 ot OSI Mmoaena, KoeTo o3HayaBa 4e B3uMa
pemenus 6azupanu Ha Layer 2 kaapu. KonkoTo moBede moproBe My ObaaT
no0aBeHH, TOJIKOBA MMOBEYE M3UMCIICHUS KOMyTaTopa TpsiOBa 1a nmpaBu. B qHemHu
aau, mogepHoto CPU (central processing unit) x86 Moke J1a ce crpaBu ¢ TE3H
omnepaiuu, HO bottleneck-a uaBa nmpu TOBa, ye Ta3u HpoOpMaLUsa TPsIOBa Ja CTUTHE
710 HETOo Tpe3 nepudepHu ycTpoicTBa U mmHA. Hopmanen chpBbp Ou n3mois3Ba
IIMHA ¢ O0IIO MpeHa3HAYCHHE 3a J]a PeHece Ta3u HH(popMaIHsi, 3a€THO C BCUIKU
OCTaHAJIM U3YMCIICHUS, KOETO OM 3a0aBUIIO IPACTUYHO KOMYTHUPAHETO HA TTAKETH.
[Topaau Ta3u npuunHa B komyTtaropute ce u3noi3sa ASIC (Application-specific
integrated circuit) , koeto € CPU, koeTo He € ¢ 001110 npeHa3HaYeHue, a €
HaIpaBeH CIEIUAIIHO J1a TIPAaBH PEIICHHUS 32 KOMyTHPAHETO Ha MTAKETH, 32 TOBA U €
M3KIIIOUUTENHO MO0-0bp3 U npou3BoauTenacH. CBbp3aH € ¢ MUCTU JUPEKTHO KbM
MOPTOBETE, KOETO OTCTPaHsIBa ApacTU4yHO 3a0aBsHeTo. ASIC Moke 1a KoMyTHpa
MUJIMOHM MAKETH B CEKyHA, 3aeAHO ¢ Hero ce u3non3satr u TCAM (Ternary
Content Addressable Memories) mameTu, KouTo ca naned no-0sp3u or RAM
namMeTuTe.

IIpu RAM namerra onepanroHHaTa CUCTEMA IPEIOCTABs aJpeca B IaMeTTa
KBJIETO Ta3u nHopMmaIus ce chxpansBana. Mapopmarusata cexpanena 8 CAM
(Content Addressable Memories) Moke 1a ObJie JOCTBIICHA, Upe3 U3ITbIHIBAHE Ha
3as1BKa 3a ChIBP’KAHUETO U TaMeTTa JIa HaMepH ajjpeca, KbJIeTO HHPOpMaIUsITA €
cbxpaneHa. TCAM e napasiesieH, KOETO My MO3BOJISIBA Jja pabOTU MHOTO TTO-0BP30

oT RAM nameture.
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He ce n3mon3Ba mMUpOKo 3aII0TO € CKBIT 1a Ob/ie HallpaBeH, KOHCYMHpa
M3KITFOYUTEITHO MHOTO €JICKTPOCHEPT s M TeHEPHUPa BUCOKO KOJIMYECTBO TOILIMHA.
M3momn3Ba ce 4ecTo B MpEXKOBOTO 000pyABaHE, IIPU BUCOKO CKOPOCTHH
MapLIpyTU3aTOPU U KOMYTAaTOPH 3a Jia C€ TIOBUILU CKOPOCTTa mpu route look-up,

packet classification u forwarding, kakto u nipu access control list-based komanu.

HMma muokecTBO noctaBuuim kato: Cisco, Mikrotik u Arista, KOouTo UMaT Bede
Ch3a7cHN XapayepHu openflow chBMECTHMH KOMYTAaTOPH, HO T€ HE Ca MACOBH U

HE Ca O6paTHO CbBMCCTHUMMU C IIPCAUIITHU MOJCIIN.

SA DA Interface

10.0.0.8 (172.20.0.1| Fa 1/7

Ta6mauma. 1.1. Tabmuna B ASIC

1.2.4. CodryepHu pemieHue

Nma MHOkeECTBO copTyepHH perieHusi, Kouto ca umiuieMentupanu OpenFlow

KaTo coTyepeH KOHTPOJIEP U BUPTyaIHH KoMyTaTopu, kouto ca Openflow

enabled.
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B rpadukara no-momiy € HarpaBeHO CpaBHEHUE MEX]1y Hall-MOMYJISIPHUTE

OpenFlow konTtposepu:

Nme N3non3BaH nporpaMes Nudopmanus
€3UK
Nox/Pox Python Opurunanuus OpenFlow
KoHTpoJiep oT Stanford
University
Beacon Java OpenFlow koHTpoep ¢
oTBOpeH koA noa GPL
munen3 ot Standford
University
Open Floodlight Java Pa3paboten ot Big
Switch, Hali-ctaOmiIHa
CXOJUMOCT C
OpenvSwitch, 6azupan
Ha Beacon
Open DayLight Java (YANG data VYHuBepcaneH
models) KOHTpOJIEp, pa3paboTeH

ot Open DayLight
Consortium - U3I10JI3Ba

ce ot Cisco (XNC,
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WAE), Ericsson

Ryu Python HansnHo uHTerpupas ¢
Openstack networking
(Neutron)

Maestro Java Cp3naeHu 3a HayYHH
pa3paboTku

SNAC Python u C++ bazupano na Nox,

Ch3JIaJICH 3a enterprise

pelIeHust

Tabnuua. 1.2. Openflow codpryepuu koHTpOIEpU

HO-)IOJ'Iy Ca OIMOMCHATH BUPTYAJIHUTC KOMYTATOPHU, KOUTO NMAT IMOAAPDBKKA HaA

OpenFlow:
Nme N3non3saH nporpaMes Nudopmanus
€3UK
OpenvSwitch C/Python N3non3Ba ce u Kato

BUPTYyaJeH KOMYTaTop B
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Cpely ¢ BUPTyaJln3alus
U € UHTerpupad B Linux

kernel saporo

OpenFlow Reference

MuHuMaiHa TOIPBIKKA

Ha OpenFlow ctek

Pica8

Switch software platform
3a hardware switching
chips, KOUTO BKJIFOUBAT
L2/L3 cTek u moaIpwKKa

Ha OpenFlow

Indigo

OpenFlow nopr 3a
OpenWRT wireless

cpenu

OpenFaucet

Python

Mmnnemeranus Ha
OpenFlow 1.0.0
MPOTOKOJI, MOXE J1a CE
WU3M0JI13Ba 3a
AMILIEMEHTAIIM, KaKTO 1
Ha KOMYTaTop, Taka U Ha
KOHTPOJIEp, UCaH Ha

Python

Tabmuua. 1.3. Openflow BupTyanHu koMmyTaTopu
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[ maBa BTOpAa

2.1. TexHOJOTHYEH CTEK

2.1.1. UN360p Ha Openflow komyTaTop

3a menta Ha IUIUIOMHATa padoTa e u3dpan codryepen komyrarop - OpenvSwitch
(OVS). KpMm MoMeHTa copTyepHUTE KOMYTaTOPH ca MO-100pe pa3BUTH U C TTIOBEUC
dbynkmonanHoctu. M36pan e OpenvSwitch mopanu akra 4e € eIMHCTBEHUS OT
n30poenure B riasa 1, Tabnuma 1.3 - KoiTo € BrpazeH B Linux siapoTo OT BepcHs
3.3 narope. Toii e pazpaboten ot Linux Foundation, 3ama3zena mapka Ha Linus

Torvalds.

Bupryanuzanumonnute hypervisor-u ce HyXAasiT OT CHOCOOHOCTTA J]a CBBPKAT
Tpaduka MEXy BUPTyaTHUTE MAITUHU M BRHITHUAT cBT. Ha Linux 6a3upanute
hypervisor-u, ToBa o3HauaBarie Brpajges L2 komytarop (Linux bridge), koiito e
0bp3 1 HagexaeH. OpenvSwitch obade e HacoueH kpbM multi-server virtualization
Cpeu, 3a KOUTO MPEANIIHUAT CTEK HE € TIOIXO . Te3u cpeau ca B MOBEYETO
CIIy4ad XapaKTepU3WpaHH ¢ BUCOKO TUHAMHUYHU end-points, MoAAphKKaTa Ha

JIOTHYCCKH MPCKOBH a6CTpaKHI/II/I N UHTCTPHUPAHCTO HA HOBHU TaAKHWBA.

OpenvSwitch e uzrpanen kato npoaykt, multilayer virtual switch nunen3zupan
kato Open Source TexHosorus noa Apache 2.0 nuieH3. ApXxuTekrypara My €

InpcaHasHadCHa a AaJaC¢ Bb3MOXKHOCT Ha MaCOBa MPCKOBa aBTOMATU3alMA, KOATO
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Aa € IMporpaMHoO OCUIrypeHa, KaTo BCC ITaK IMMOAAbPiKa CTAHAAPTHO YIIPABJICHUC Ha

unrepdeiicu u nmporokonu (npumep:NetFlow, sFlow, IPFIX, RSPAN, CLI, LACP,

802.1ag). IIpoexTupaH € 1a NoAAbpKa Pa3IUYHU BUIOBE U3MEXKIY Pa3IUUHU
BUJI0BE (PU3UUECKH UM BUPTYaAJIHU ChbPBBPHH peIllIeHne, moJo0Ho Ha VMware’s

vNetwork u Cisco's Nexus 1000V.

() security: VLAN ( " Monitoring: Netflow,
IS isolation, traffic filtering %, sFlow, SPAN, RSPAN
' )

Automated Control:
QoS: traffic queuing utomated Contro

and traffic shaping OpenFlow, OVSDB

| ' § - mgmt. protocol

@wr. 2.1. Open vSwitch

Bupryanuust komytarop - OpenvSwitch Moxke na onepupa u kato copryepeH

KOMYTATOp U KaTo KOHTPOJIEH CTEK 3a XapJlyepeH 4ul B KomyTtaropute. Toil e
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MMILJIEMEHTUPAaH B MHOKECTBO BUPTyaIM3allMOHHU M1aTopmu u switching
chipsets. OVS e komyTtaTopa 1o noapazoupane B XenServer 7, Xen Cloud
Platform - chmio taka momaepxka Xen, KVM, Proxmox VE u VirtualBox. B
JOIIBIHEHNE HAa TOBA € MHTETPUPAH B MHOXKECTBO BUPTYaIHH CPEIU 3a
ynpasinenue kato OpenStack, openQRM, OpenNebula u oVirt. [Taketu 3a OVS ca
noctbiHu oA Ubuntu, Debian, Fedora u OpenSUSE, uma ro u 3a FreeBSD u
NetBSD. OpenvSwitch B pa3pabdoTka e Buecen u B DPDK (Data Plane

Development Kit).

Enunnuna kondurypamnus Ha OpenvSwitch 61 Moria 1a moaabppka BCHUKUTE
Bepcuu Ha Openflow npoTtokona. B uneannus ciyyait, 1opu u 1o Bpeme Ha
pabota, TpsiOBa 1a ObJe B ChCTOSIHHUE J]a MOAABPKa BCUUKU BEPCUU B €IMH U ChIIL

MoMeHT Ha paznuaau Openflow bridge, a mopu u Ha chius bridge.

OCHOBHMSAT NOAXOJ 32 TOCTUTAHE HA TOJIKOBA BUCOKA ChBMECTUMOCT € J]a CE
HarpaBy aOCTPAKIIUS MEXKAY OCHOBHHST IPOTOKOJ U HAJTPAXKIAHUATA HAJ HETO.
[To TO3u HauuMH 1Ie UMa CJION Ha MPOTOKOJIA KOWUTO MpeoOdpa3yBa MO-BUCOKUTE

BCPCHUHU KbM CbBMCCTUMH KbM ITO-HUCKHTC.

H3non3Banu ca CJIICOAHUTC IMOAXOaHU:

e Port numbering

e Openflow 1.0 uma 16 6GuTOB HOMED 32 IOPTOBETE, a MO-HOBUTE BEPCHUU

u3nonsBaT 32 OuToB TakbB. 3a cera, OVS nmoaapbKKara 3a Mo-HOBU BEPCUU
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M3UCKBA BCUUKU HOMEpa Ha MOPTOBE J1a ca OT 16 OUTOB Uanas3oH,
npeBexaaiiku reservedOFPP_* moproBu HOMepa.

e PasnuyHu BUOBE action-u.

e Openflow 1.0 u MO-KbCHU BEpCUU UMAT MHOTO Pa3TMYHA UCOJIOTHS 32
action-ute. OV'S npeBexa action-uTe 1 HHCTPYKIMUTE HAa OOIL0 BHTPEIIHO

MpCaACTaBAHC.

2.1.2. H360p na OpenFlow xoHTpOep

3a nienTa Ha AUIUIOMHATa pabota e nu3bpan copryepen kontpoaep OpenFloodlight,
TOM e ¢ mo0pe m3rpaaeHa noaapwxka Ha OpenFlow, TokyMeHTHpaH € 1o TOCThIICH

Ha4MH U uMa ynobeH 3a usnonssane Web GUI" u REST APT"™,

Floodlight e OpenFlow SDN koHTpoJiep ¢ OTBOpPEH KOJ TpeAHA3HAUECH 32
enterprise pemrenus mox Apache nuiens, 6asupan Ha Java. [lonabpxa ce ot
OOITHOCT Ha pa3pabOTUYUIM, BKIIOYUTEITHO peaniia MHKeHepu ot Big Switch
Networks. Floodlight koHTpOnEpHT € Ch3aa7eH 1a paboTH U O TBPKA
paspacTBalus ce Opoil KOMyTaTopH, OUJI0 TO GU3UUECKH WIIA BUPTYaJIHH,

MapIIpyTU3aTOPU U TOUKH 32 JOCTHII, KOUTO noaabpxatr OpenFlow.

[IpenumctBa Ha Floodlight konTponepa:

8 WEB GUI - WEB Graphical user interface
* REST API - Representational State Transfer API
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o [lonabpika romsim 6poii BupTyannu u pusndecku OpenFlow komyTtaropu
o Bupryanuu: OpenvSwitch, ofsoftswitch
o Xapnyepuu: Arista 7050, Brocade MLXe, Dell S4810, Extreme
Summit x440 +, HP 3500+ , Huawei openflow-capable router
platforms, IBM 8264, Juniper (MX, EX), NEC IP8800

e Mosxe na pabotu B cmeceHa cpena ot OpenFlow u non-OpenFlow mpexu -
MOJK€ JIa yIpaBIisiBa OT MHOKeCcTBO oTAerHu OpenFlow komyTtaropu
e [IpoekTupan a Ob1e BUCOKO €PEKTUBEH - MHOTOHMIIIKOB

e [lognbprka Openstack cloud orchestration platform

Flooflight ne e mpocto Openflow controller, a u c6op OT pa3nuyHu BUIOBE
MPUIOKEHUS U3TPAJCHH BbPXY caMusl KOHTposiep. Peanusupa Habop oT 001
¢byHKIMOHATHOCTH 3a KOHTpoJ Ha OpenFlow MpexkaTta. MHOXXeCTBOTO
NPUIIOKEHUS ca KOHCTPYHUPaHH BbpXY Java MOAy/IM KOMIIWIMPAHU B HAYaJIO0TO

3aeqHo ¢ Floodlight u TakuBa xonctpyupanu Bepxy REST APIL.
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Applications in any language leveraging services via
APl exposed by controller modules and module appli

REST Applications

Module Applications

Applications with
higher bandwidth
communication

with controller
such as Packetl

REST API -

Floodlight Controller

Java API

Core services of common interest to SDN application

* Interfaces defined only & not implemented: FlowCache, NoSq|

@ur. 2.2 OpenFlow Floodlight RestAPI
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ApplicationTier

|*“lF*P ”»’-\PP ”App ”hpp IIAPP |
: | piili ol

Virtual Circuit
Switch Pusher Mare Floodlight#pplications
Noerthbound AP

Control Plane Ter

Floodlight 2

OpenFlow Controller

Indigo Data Plane Interface

Data Plane Tier

1 4

F

71 i
OpenFlow OpenFlow
Hypervisor Physical
Switches Switches

@wr. 2.3 OpenFlow Floodlight apxutexTtypa
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2.2. Ilomsure or CIIM B IXP

[lenta Ha nunIoMHaTa paboTa € 1a Jazie NpuMepHa UMILIEMEHALM 32 PELICHUE Ha
Hal-o01uTe MpoOIeMH U TPYIHOCTH cpelanu B efuH Internet Exchange Point.
I'onsmoTto npeaumcTBo Ha SDN € 4e 1aBa Bb3MOKHOCTTA 33 aAMUHUCTPALIMS HA

MHOI'O HUBAa OT €aHa MpPCiKa.

CodryepHute NpuiioKeHUs, KOUTO ca IPACTUYHO MO-TUHAMUYHU U TTO3BOJISIBAT
MHOT'0 IIO-TOJIIMa ONTUMU3ALKsl, HE Ca HAIMYHU B JIOKAJTHO MEHAXKUPAHUTE

KOMYTaTOPU U MAPUIPYTU3ATOPH.

CkanupyemocTTa € jecHo noctwxuma npu SDN, 3amoro camaTta Mpexa ce
ckanupa codpryepHo. JlobaBIHETO HA TTOBEYE XapAyepHH YCTPOMCTBA pe3yaTUpPA B
7100aBSIHETO HA HOBU MHCTPYKIIMH, KOWTO Ca JICCHH 3a Ch3/IaBaHe, YIIPaBICHUE U
KOHTpOJI. [1o To31 HauuH ce ch3gaBa MHOTO NO-€(PUKACHO MEHAKUPAHE HA
tpaduka. C uznonssanero Ha CIIM mpesxara Moxke J1a Oblie u3rpazeHa cropes

CHGLII/I(l)I/ILIHI/ITC HYKIIHW Ha KJIIMCHTA.

SDN npucnoco0siBa Mpexxara 3a oBeue I'bBKaBOCT U yChBbPILICHCTBAHE.

Tasu reBKaBoCT OM JOMPHUHECTIA 32 MHOTO TI0-100pH yciyTH B eauH [XP.
[IpeumymectBoTo HAa CodTyepHO AePUHUPAHUTE MPEKH € Y€ IMO3BOJISABAT JIECHO

BKIIFOUBAHC W U3KIIIOYBAHE HA KIIMCHTU OT JAACHU I'PYIIHN. ToBa MOxke Ja ca
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myOJMYeH WK yacTeH oOMeH Ha Mpexku, DDOS muturanuu u HamansBaHe Ha

pas3xoauTe.

2.3. JleMOHCTpalMOHHa Cpeia

2.3.1. KowmyTauus Ha NaKETUTE

JleMOHCTpallMOHHATa cpeia KOsTO 1ie Ob/Ie MpeIcTaBeHa ce ChCTOU OT BUPTyaHa

MaiuHa ¢ CentOS 7 u OpenvSwitch ¢ 8 Ha 6poit, 10Gbit Ethernet moprta ¢ 0611

kanaruTeT 80Gbit. KbM eliH OT Te3u MOPTOBE ca CBhP3aHU BHTPCIIHUTE

BupTyasnnu Mamuau (Ha Ubuntu 16.04), kouTo ca ch3naneHu BbpXy XenServer u

Ca KaKToO CJICOABaA:

BG peering (bg peering)u IXP peering (ixp_peering) - ethO ot XenServer

X0CTa, KaTo ca Ha OTJCIHU BUPTYATHU HHTEepdeiicu

KnueHnTckure Mallueu;

Internet Service Providers (ISPs) - ispl u isp2

Client 1 - cebp3anoct kbM BG peering u qupexTHa cCBbp3aHOCT KbM [SP2
Client 2 - cebp3anocTt kM [XP peering

Client 3 - cebp3anoct kbM BG peering u nupektHa cBbp3aHocT kKbM [SP1

ISP 1 u ISP 2 - cBbp3anoct kM [XP peering
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2.3.2. Peanusupane Ha BbTpelHa uHPpacTpykTypa 3a SDN

IXP

B Internet Exchange Point-a rmaBaoTo € o6Mena Ha BGP tpaduk mexny
OTJICJTHUTE KIMEHTH. 3a peaiu3upaHeTo Ha BhTpeITHATa HHPPACTPYKTypa ce
m3non3Ba Citrix Xen Server 7.0, koiito e 6a3upana Ha Xen hypervisor u 3a
yIpaBiieHueTo Moxe fa 0bae u3nonspad XenCenter. [Togabpka 1o 1,5TB RAM
Ha BUpTyaiHa MaminHa U STB Ha xocT. B Hero ca ¢cb31a/1eHy TpU BUPTYaIHU
MamuHy, e oT kouto (BG peering u IXP peering) ca BGP mapmpyTtuzaropu
MOCPEJICTBOM IpHIIOKEHUETO - Quagga.

Quagga e mapipyTuzupail copTyepeH CTeK, Ype3 KOMTO Morar Jia ce
koHpurypupat u ummiementupatr OSPFv2, OSPFv3, RIPv1, RIPv2, RIPng u
BGP-4 na UNIX mnatdopmu, no-konkpetHo FreeBSD, Linux, Solaris u NetBSD.
Quagga e yact or GNU Zebra - multi-server mapmpytusupaii copryep, KOUTO
npenoctaBs TCP/IP 6azupanu mapuipyTusupaiiy NpoTokoiau. Zebra npesppiia
BUPTYaJiHA WM (U3NYECKA MAIlIMHA B ITBJIHOLIEHEH pyTep. ApXUTEKTypaTa Ha
Quagga ce cbCTOM OT LIEHTPAJIEH AEMOH Ha Ipotieca, Zebra, KoATo cbh3/laBa HUBO
Ha a0ctpakius Ha Unix saporo otaoiy U npeacrassa Zserv APl nag TCP notoka
Ha Quagga KJIMeHT. Zserv KIIMeHTUTE MpUiIaraT MapipyTHU3upaliy NpoTOKOIU U
KOMYHUKHpAT routing updates Ha Zebra neMoH mnporieca.

Codryepuust koutpoiiep Floodlight € orroBopen 3a B3umaHeTo Ha
peleHus 3a AeCTBHsI OTHOCHO JIaJIeH MaKeT, Ch3JaBaHeTo Ha action 3a HETo U
M3MPALIaHETO Ha TO3U action Ha KOMyTaTopuTe. 3a LeJIUTe Ha AEMOHCTpallMOHHATa

cpena Bcuuku BGP pyrepu mie ce namupar B o61mia mpexa 10.0.0.0/8, kato
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OrpaHUYCHUSITA KOU JIO KOTO Jla UMa JIOCTHII 1€ Ob/IaT UMILUIEMEHTUPAHU OT
KOHTpoJepa. Toil ce HaMKpa Ha OT/IeJTHA MallIMHA OT XenServer, KaTo e
uHctanupan Bbpxy Ubuntu 16.04. KiineHTCKUTE MallIMHUA HAMAT JOCTBIT JI0
KOHTpoJIepa, TOH € ¢ myOIrueH ajapec:

e Controller - 78.130.176.33:6653

2.3.3. Bpb3ka ¢ KIMEHTCKH MAITUHU

Bcsika enHa oT KIMEHTCKUTE MallMHU ce CBbp3Ba KbM openflow enabled
MapIIpyTU3aTop, 3a IeIUTE Ha IEMOHCTpAaIlMOHHATa cpefa ToBa € OpenvSwitch.
3a Client 1 e kondurypupana Mikrotik BupTyanna mammHa cBbp3ana kbM eth3 Ha
OVS. ISP 1, ISP 2, Client 2 u Client 3 ca Quagga BUpTyaJTHi MaIllMHA CBbP3aHU
pecnexktuBHO KbM ethl, eth2, eth4 u eth5. B peanna nundpactpykrypa, He € HyKHO
KITMEHTCKU MAIllMHU J1a ca BUPTyaIHU win 1o Unix omepaioHHa CUCTeMa,
€MHCTBEHOTO M3UCKBaHE € (PU3MUecKa CBHP3aHOCT KbM MapIIPyTH3ATOP B
Mpexara Ha [XP.

Bcsika eiHa OT KIMEHTCKUTE MalIMHU noy4daBa yacteH aapec ot 10.0.0.0/8.

Anpecu ca 3a1aJIeHU KaKTO Clie/Ba:
e bg peering - 10.0.0.10/8
e ixp peering - 10.0.0.20/8
e ispl ovs-10.0.0.50/8
e isp2 ovs-10.0.0.60/8
e mikrotik ovs - 10.0.0.100/8
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e client2 ovs-10.0.0.200/8

e client3 ovs - 10.0.0.250/8

XEN host

Client 3

Client 2

10.0.0.250/8
AS 64900

10.0.0.200/8
AS 64800

Floodlight controller

ISP2 ISP1

Client 1

10.0.0.60/8 10.0.0.50/8

10.0.0.100/8

AS 65502 AS 65501

AS 64700

®ur. 2.4. ApxuTekTypa Ha AUIUIOMHaTa pabora
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I 1aBa Tpera

3.1. MHcrananus u KoHQUTypalus Ha XUIIEpBa30p

3a BbpTpemHaTa HHPpaCcCTPyKTypa ce HHcTanupa Xen hypervisor Ha KOWTO 111

ObJaT Ch3aaZeHU BUPTYyaIHu cbpBbpH 32 BG peering u [XP peering.

HNucrananus ga Citrix XenServer 7.0:

to XenServer — Version 7.0.0 (#125380c)
] Virtual Machine Storage |

Which disks would you like to use for Virtual Machine storage?

One storage repository will be created that spans the selected
disks. You can choose not to prepare any storage if you wish to
create an advanced configuration after installation.

Ed=da — 64 GB [ATA Virtual HDI

[ 1 Enable thin provisioning (Optimized storage for XenDesktop)

{Tab>s<Alt-Tab> betueen elements i «F5> more info i <F1> Help screen

®ur. 3.1. M360p Ha TBBPA IUCKA BHPXY KONTO J1a CE€ OCHIIIECTBH

HHCTaJdalusATa
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elcome to XenServer — Uersion 7.0.0 (#125380c)
opyright (c) 2016 Citrix Systems, Inc.

| Select Installation Source

Please select the type of source you would
like to use for this installation

|
HTITF or FTIP
NF3

<Tab>s<fAlt-Tab> between elements i <F1> Help screen

®dur. 3.2 W300p Ha Meaus, OT KOSTO Ja CE U3BBPIIN UHCTAIAIMATA Ha

OoIIcpanoHHaTa CUCTCMa

elcome to XenServer — Uersion 7.0.0 (#125380c)
opyright (c) 2016 Citrix Systems, Inc.

Supplemental Packs |

Would you like to install any Supplemental Packs?

<{Tab>-<Alt-Tab> betuween elements i <F1> Help screen

@wr. 3.3 W300p nanu 1a ce MHCTAIUPAT JOIMBIHUTE TTAKeTH, KOUTO ca ¢

XenServer OC
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elcome to XenServer — VUersion 7.0.0 (#125380c)
opyright (c) 2016 Citrix Systems, Inc.

Set Passuword

Please specify a password of at least b
characters for the root account.

(This is the password used when comnecting
to the XenServer Host from XenCenter.)

Password
Conf irm

<Tab>s<Alt-Tab> between elements i <«F1> Help screen

@ur. 3.4 3amaBaHe Ha IapoJia 3a root akayHTa

elcome to XenServer — Uersion 7.0.0 (#125380c)
select Time Zone

Please select the geographical area
that your XenServer Host is in:

fntarctica
Arctic
Asia
Atlantic
Australia
Etc

Europe

Indian

{Tab>~<filt-Tab> betueen elements i <F1> Help screen

®ur. 3.5 1U360p Ha reorpad)cka 30Ha
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elcome to XendServer — Uersion 7.0.0 (#125380c)
Select Time Zone

Please select the city or area that the
managed host is in (press a letter to
jump to that place in the list):

Rome
sanara

san Marino
Sara jevo
Simferopol
Skop je

Stockholn

{Tab>~<fAlt-Tab> between elements i <F1> Help screen

@ur. 3.6 1300p Ha rpaj

elcome to XenServer - Uersiom V.0.0 (#125380c)
opyright (c) 2016 Citrix Systems, Inc.

{ NTP Configuration |

Please specify details of the NIP servers you wish to
use (e.g. pool.ntp.org)?

[#] NTP is configured by my DHCP server
NTP Server 1:
NTP Server 2:
NTP Server 3:

{Tab>s<{Alt-Tab> between elements i <F1> Help screen

@ur. 3.7 Kondurypupane Ha yacoBa 30Ha, KOsTO 111e Obe B3era mo DHCP

34C€IHO C pCaJIHUA aaApeC Ha MalllMHATAa
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elcome to XenServer — Uersion 7.0.0 (#125380c)
opyright (c) 2016 Citrix Systems, Inc.

Conf irm Installation

We have collected all the information required
to install XenSerwver.

Please confirm you wish to proceed: all data om
disk sda will be destroyed!

Install XenServer

<Tab>/<Alt-Tab> between elements i i <F1> Help screen

@ur. 3.8 Cneq KaTo BCUUYKO € KOHPUTYPUPAHO C€ POIbJKAaBa KbM camaTa

WHCTAJIAIUA

elcome to XenServer — Uersion 7.0.0 (#125380c)
opyright (c) 2016 Citrix Systems, Inc.

| Heuw Media |
Please insert your Supplemental Pack nouw.

Uhen there are no more Supplemental Packs
to install press Skip.

<{Tab>-/<Alt-Tab> between elements i i <F1> Help screen

®ur. 3.9 1360p HA AOIMBIHUTEIIHA MTAKETH
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elcome to XenServer — Uersion 7.0.0 (#125380c)
opyright (c) 2016 Citrix Systems, Inc.

Installation Complete
The XenServer installation has completed.

Please remove any local media from the drive,
and press Enter to reboot.

{Tab>/<Alt-Tab> betuween elements i <F1> Help screen

®wur. 3.10 Crobmienue, ye nucrananusaTa Ha XenServer 7.0 e roToBa

CiTRIX | XenServer”

@ur. 3.11 Ilpoueca Ha 3apexnane Ha Citrix XenServer
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3a ynpapieHue Ha Xen xunepnaiizop ce uznonssa XenCenter mog Windows, o
Linux mosxe na ce uznomnsBa OpenXenCenter, HO TOM He pabOTH cTaOuIHO. 3a

[eJUTe Ha TUIIoMHaTa pabora, XenCenter 1ie ObJe HHCTAIMPaH.

File View Pool Server VM  Storage Templates Tools Help

@ Back ~ @ Forward ~ @Add Mew Server New Pool 4_ A Mew Storage [l New VM (@) Shut Down k_-;: Reboot @Suspend
Eiec:r:r"... Qi| o XenCenter

Home ‘_Search_!

cadin for cloud server

Citrix XenServer

?

(%] Add New Server

Enter the host name or IP address of the server you want to add
and your user login credentials for that server.

Server: [78.130.176.118 v/ e

User login credentials

User name: ‘root |

1
B 4 |

|ﬁ Infrastructure

—_—0 —0 ooao
ﬁ Objects == —0 ooo
i%i Organization Views - + Q I$
O‘ Saved Searches -

Add a Server Purchase Support Try Desktop Virtualization
‘ Motifications W
< >

@ur 3.12 Kondurypanus na Citrix XenCenter
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XenCenter

File View Pool Server VM  Storage Templates Tools Help
i @ Back ~ t‘;) Forward = @ Add Mew Server Fﬁﬁ Mew Pool 1 Mew Storage [ MNew VM @ Shut Down '!«2:3 Reboot U Suspend
| ESEGF\:P'... Q|| &) XenCenter

= @

R xenserver-noneblah

Home earch I

Citrix XenServer

Save and Restore Connection State

HenCenter can remember login credentials for your managed servers and use themn to automatically
restore the connection state of your servers when you start a session,

Save and restore server connection state on startup
Master password

‘When set, the master password protects all your server login credentials, You will need to enter this
password at the beginning of each session.

[ Require a master password Change Master Password.

| Cencel |

|ﬁ Infrastructure

—0 — %
& Objects —o f—
o2 Organization Views - -+ o ':>
o Saved Searches -
-

Add a Server Purchase Support T

Desktop Virtualization
4 Motifications

@ur. 3.13 3ana3Bane Ha MOTPEOUTEN U MMapoJia
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[ x) XenCenter - O
File View Pool Server VM Storage Templates Tools Help
e Back + () Forward - Add New Server MNew Pool New Storage @ New VM @ Shut Down @ Reboot \‘_) Suspend
| Search... Q i & xenserver-noneblah Logged in as: Local root account |
. :
B ff XenCenter General Memory | Storage | Networking | NICs | GPU Console | Performance | Users | Search
O RN |
[ bg_peering Server General Properties
[ controller
[} dhep_server e Expand zll  Collapse all
@ ixp_peering
Ubuntu Xenial X 16.04 -
@ untu Xenial Xerus of Ganeral 7S]
@ ubuntu_vm2 -
% DVD drives MName: xenserver-noneblzh
Eg Local storage . .
% Locallso Description: Default install of XenServer
% Removable storage Tags: <None>
Folder: <MNone>
Enabled: Yes
ISCSHION: iqn.2016-11.com.example:271527b8
Log destination: Local
Server uptime: 2 days 18 hours 13 minutes
Toolstack uptime: 2 days 18 hours 15 minutes
< 3
| uuID: e85a2f16-3d38-4531-9d63-56ed02c30fd
|ﬁ Infrastructure
ﬁ Objects Management Interfaces | 2
:i%i Organization Views e o
Memory | ()
:O‘ Saved Searches - R
| ‘ Matifications Version Details | &
w

@ur. 3.14 Cpena 3a MeHaxkxupaHe Ha BUpTyainHu MamnHu B XenCenter

3.2. Kondwurypauus Ha BUPTyajJ€H KOMyTaTop

OpenvSwitch (OVS)

3.2.1. Bwsrpemen OVS 3a XEN host

ToBa e BbTpelIeH KOMyTaTop 3a camusi Xen host, Toil He € OCHOBHUS CBbP3Balil

BHUpTYyajeH komyTatop Ha IXP u HeroBurte kinueHTH. Xen version 7, 1o
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noapazoupane uma unctanupan OpenVSwitch, Ho TpsOBa 1a ro 3aaaaeM KaTto

KOMYTAaTOp I10 noz:pa361/1paHe. 3a OcjaTa CC U3I10JI3BAT CIICAHUTC KOMaHIM:

vif.default.script="vif-openvswitch"

ce nob6ass B xl.conf ¢aiina, koero mpaBu OVS koMmyTaTopa mo nojpazoupase.

Cinien ToBa ce M3IBJIHSBA ClIEHATA KOMaH/1a, KOATO 1e craptupa OVS:

xe-switch-network-backend openvswitch

[TopT eht0 e koHbuUrypupan no noapazoupane ot Xen B OVS - xenbr(0. Ha Hero ca
CBBP3aHU U JAPYTHUTE U JBETE BUPTyAIHU MAIlIMHU - bg-peering u ixp-peering.
Benuwpx ch3aeHr BUPTYATHUTE MAIlIMHA U C€ Ch37]aBa BUPTyaJIeH nHTepdeic Ha

xocta. Pe3ynTaT ot koMaHaTa, ovs-vsctl show usnbeiaHena Ha xocra:

[rootRlocalhost ~1# ovs—wsct]l show
H4A8baA3-bh39-4315-8733-Bcf 1777addag
Bridge "xenbr8"
fail mode: standalone
Port "xenbrf"
Interface "xenbrd"
type: internal

Port “ethd"
Interface "ethl@"
Port "wif1.8"
Interface "wifl.8"
Port "wifZz.@"
Interface "wifZ2.A"
ovs verzion: "2.3.2"

®uwr. 3.15. OVS unrepdeiicu Ha Xen host
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3a BG peering u Exchange peering 3agaBame ctatuunu [P anpecu, cboTBETHO:

bg peering: 10.0.0.10/8 na eth0
Ixp_peering: 10.0.0.20/8 na eth0

rootPbg:"H# ifconfig
Link encap:Ethernet HWaddr de:fZ2:b3:73:83:a0
inet addr:10.0.0.10 Bcast:10.255.255.255 Mask:Z55.0.0.0
inetb addr: feB0::dcfZ2:bIff :fe?I:83a0-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
R¥ packets:557Y errors:0 dropped:44 overrunz:0 frame:0
TX packets:155 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:26339 (26.3 KB) TX bytes:14947 (14.9 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MULTICAST MTU:65536 Metric:1

R¥ packets:3578 errors:0 dropped:0 overrunz:0 frame:0Q
TX packet=:3578 error=:0 dropped:0 overrunsz:0 carrier:0
collisions:0 txqueuelen:1

RX byte=:266608 (266.6 KB) TX bytes:Z66608 (Z66.6 KB)

®ur. 3.16. Pesynarar ot ifconfig, komannaara Ha bg peering.



root@ixp:"# ifconfiqg
= Link encap:Ethernet HWaddr Z6:ec:bl:ied:Z29:86
inet addr:10.0.0.20 Bcast:10.255.255.255 Mask:255.0.0.0
ineth addr: feB0::Z4ec:blff (feed: 298664 Scope:Link
UF BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packet=z:468 errorz:0 dropped:32 overrunsz:0 frame:0
TX packets:203 errors:0 dropped:0 overruns:0 carrier:0
collisionz:0 txqueuelen: 1000
RX bytes:25613 (£5.6 KB) TX bytes:20351 (20.3 KB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inete addr: ::1-128 Scope:Host

UF LOOPBACK RUNNING MULTICAST MTU:65536 Metric:1

RX packet=:Z2736 errors:0 dropped:0 overruns:0 frame:0
TX packets:2736 errors:0 dropped:0 overrunz:0 carrier:0
collisions:0 txqueuelen:1

RX bytes:203968 (203.9 KB) TX bytes:Z203968 (203.9 KB)

®ur. 3.17. Pesynrat ot komanjata ifconfig Ha ixp peering.

I[CMOHCTpaLII/IH Ha CBbP3aHOCT MCIKIY YCTPOfICTBaTa B MOMCHTHAaTa

KOH(pUrypanms.

root@hgpeering :"# ping 10.0.0.20

[PING 10.0.0.20 (10.0.0.20) 56(84) bytes of data.

4 bytes from 10.0.0.20: icmp_seq=1 ttl1=64 time=2.97
64 bytes from 10.0.0.20: icmp_seq=2 ttl=64 time=1.41
b4 bytes from 10.0.0.20: icmp_seq=3 ttl=64 time=1.39
b4 bytes from 10.0.0.20: icmp_seq=4 tt1=64 time=1.46

®ur. 3.18. Ping cebp3anocT ot bg peering 10 ixp _peering.

oot@interpeering:"# ping 10.0.0.10
PING 10.0.0.10 (10.0.0.10) 56(84) bytes of data.
from 10.0.0.10: icmp_seq=1 ttl1-64 time=24.6

from 10.0.0.10: icmp_seq=£2 ttl=-64 time=1.12
from 10.0.0.10: icmp_seq=3 ttl-64 time=1.37
from 10.0.0.10: icmp_seq=4 ttl-64 time=1.19
from 10.0.0.10: icmp_seq=5 ttl=-64 time=2.86

@ur. 3.19 Ping cBbp3aHOCT OT iXp_peering 10 bg peering.
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3.2.2. IXPOVS

ToBa € OCHOBHHUAT CBBp3Ball] KOMYTAaTOp MEXAYy BbTpeliHara Mpexxa Ha IXP u

KIMeHTuTe, ¢ ooy kamaruteT 80Gbps. Cr3nanena e Ha puptyanna CentOS 7

MalllhHa.

ovs-vsctl add-br ovs br

Jlo0aBsT ce mopToBE KbM KOUTO ca cBbp3anu kinenture u [XP B OVS:

ovs-vsctl add-port
ovs-vsctl add-port
ovs-vsctl add-port
ovs-vsctl add-port
ovs-vsctl add-port

ovs-vsctl add-port

Cebp3Ba ce eth0O ot Xen xocT, ce cBbp3Ba AUPeKTHO KbM ethé Ha OVS ot IXP.

qp€3 Ta3u CBBP3HOCT UMAT BPpb3Ka KbM BCHUYKH OCTaHAJIW MAIlIMHU B MPCKaATa

ovs_ br
ovs br
ovs br
ovs_br
ovs br

ovs_ br

10.0.0.0/8 cBbp3anu B OVS.

ethl
eth2
eth3
eth4
ethb
etho
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root@ixp:™# ping 10.0.0.100

FING 10.0.0.100 (10.0.0.100) 56(84) bytes of data.

b4 bytes from 10.0.0.100: icmp_seq=1 tt1=-64 time=27.3 m=s
b4 bytes from 10.0.0.100: icmp_seq=2 tt1=-64 time=2.63 m=s
b4 bytes from 10.0.0.100: icmp_seq=3 tt1=-64 time=2.28 ms

C

—— 10.0.0.100 ping statistics —

3 packets transmitted, 3 received, 0+ packet loss, time Z2004ms
rtt minsavgsmaxsmdev = 2280010 .745-.27 . 32211 .722 m=

@ur. 3.20. Ceppzanoct mexay IXP u Client 1

root@hyg:"# ping 10.0.0.200

PING 10.0.0.200 (10.0.0.200) 56(84) bytes of data.

64 bytes from 10.0.0.200: icmp_seqg=1 ttl1=64 time=50.7
64 bytes from 10.0.0.200: icmp_seq=Z ttl=64 time=3.44
64 bytes from 10.0.0.200: icmp_seqg=3 ttl=64 time=2.19

64 bytes from 10.0.0.200: icmp_seqg=1 ttl=64 time=2.75
C

— 10.0.0.200 ping statistics —
4 packets transmitted, 4 received, 0+ packet loss, time 3008ms
rtt mincavgsmax-smdev = 2.197.-14.777-50.716-20.751 ns

®ur. 3.21. Ceppzanoct mexay BG peering u Client 2

[IloM KOHTpOJNEpa € MHCTaTUupaH ce J00aBs:

ovs-vsctl set-controller ovs br tcp:ipHaKonTpojsepa:6653

3.3. Mucranauus u koHpurypauus Ha OpenFlow

coTyepeH KOHTpOJIEp

3.3.1. MHHcranauus Ha KOHTpoJIepa

Openflow kouTposepa, Floodlight e 6b1e nacTanupan Ha mammaa ¢ Ubuntu

16.04.
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OOGHOBSBAT Ce MAKETUTE Ha OTNepalMOHHATa CUCTEMA!

apt-get update

Floodlight e pa3spaboten Ha Java, 3a ToBa TpsiOBa /1a c€ MHCTAIUPAT HYKHUTE

cpenu 3a paspadotka - JDK 8:

apt-get install build-essential ant maven python-dev

3a nogapwexKara Ha mo-Hucku Bepcuu ot Floodlight 1.2 nagony uu e nyxen JDK

7:

apt—-get install build-essential openjdk-7-jdk ant maven

python-dev eclipse

Floodlight TpsibBa na 6b/1¢ KIIOHHpPAH OT MyOJIMYHOTO XpaHwiuie B github Ha

Floodlight project:

git clone git://github.com/floodlight/floodlight.git

Bnuza ce BbB Beue ch3nanenara aupekropus 3a Floodlight:

cd floodlight
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Kionupar ce u HyxHuUTE MOysH 32 web nnrepdeiica:

git submodule init

git submodule update

Komnmnupa ce Java npuinoxeHHueTo:

ant

Cw3naBa ce HoBa nupekropus 3a Floodlight B /var/1ib:

mkdir /var/lib/floodlight

chmod 777 /var/lib/floodlight

CrapTupa ce KOHTpoJiepa, KaTo c€ MycKa Mo eKpaH U I 3arnucBa nHhopMaIus 3a

paborara cu BBB (aiin floodlight.log:

Java —-jar target/floodlight.jar > floodlight.log &&

WEB untepdeiica My € 10CTbIIEH Ha MyOJIUYHUS aJpec:

78.130.176.33:8080/ui/pages/index.html

HoGaBs ce cneanata koHdurypamus Ha [XP OVS:

ovs-vsctl set-controller ovs br tcp:78.130.176.53:6653
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@  78.130.176.33:8080/ui/pages/index.html

Floedlight OpenFlow Controller - 78.130.176.33:8080

# Controller (Home)

= Switches Controller

& Hosts

Ts Active
& Topology Controlier Status
A Firewall

A Access Control Lists

Ll Statistics

See Al ) See All

® Change Controllers

See Al

B 3+ &0

ACTIVE

Controlier Role Change

2] See All

0

Reserved Poris

@ JVM Memory Bloat

[ ¢

135.04 MB 249 36 MB

.al Consumption Detail

i Total:
i Used:

i Free:

24936 MB

135.04 MB

114.33MB

BB Storage Tables

controller_controller
controller_controllerinterface
controller_switchconfig

controller_forwardingconfig

@wur. 3.22. HayanHaTta cTpaHulia Ha KOHTpoJepa

3.3.2. Cws3naBane Ha Firewall npaBuna

Co3naaeHu ca mpaBuiia 3a CJICIHUTE BPB3KHU:

e BG exchange - me ychIecTBIBa MPEKOBUS 0OMEH Ha OBIATAPCKA MPEKHU

e [XP exchange - me ychiiecTBsiBa MpeKOBH OOMEH Ha Uy XAECTPAHU MPEKHU

e C(lient 1 (Mikrotik) - Bpb3ka kbM BG exchange u nupekTHa CBbP3aHOCT KbM

ISP 2

e C(lient 2 - Bpb3ka kbM IXP exchange

e C(lient 3 - Bpp3ka kbM BG exchange u aupekTHa cBbp3aHOCT KbM ISP 1

e [SP 1 - Bpn3ka kbM [XP exchange u Client 3

e ISP 2 - Bpn3ka kbM [XP exchange u Client 1
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[TpoBepsiBa ce cheTostHUETO Ha firewall:

curl http://localhost:8080/wm/firewall/module/status/json

PaspemaBa ce paborara Ha firewall:

curl http://localhost:8080/wm/firewall/module/enable/json

HyxHo € 1a ce ch3manar no 4eTupu JBOWKHU MPABUJIA 34 BCSKA jKEIaHa BPb3Ka:

e Pazpemanaio npasuio 3a [IPv4 aapecu mo TCP - orpannuenusiTa me Obaat
BBbBenieHU 110 HavasieH MAC azipec 1 TUCTUHTAIIMOHEH TaKbB, 32 U30sTBaHE
Ha MAC spoofing, 1 HauaneH nopT aapec

e Paszpemanaio npasuio 3a [Pv4 agpecu mo UDP - orpannuenusita me Ob1aT
BbBesieHU 1o HavaseH MAC aapec v TUCTUHTAIMOHEH TaKbB, 32 N30SIrBaHe
Ha MAC spoofing, 1 HauajeH mopT aapec

e Paspemasamno npasuiio 3a ARP npotokoi 3a otkpuane Ha MAC azpec 3a
naneH [P agpec - orpanndenusTa me 0b1aT BbBeaeH 1o HadyasieH MAC
aZipec U HavaJieH nopt aapec, nuctanimoned MAC anpec Hama n1a Obe
cioxeH nopaau dakra, ye ARP npotokona e broadcast.

e Paspemasamio npaBwio 3a [CMP npotokon - orpannuenusta me 0baat
BbBeicHU 110 HayasieH MAC ajipec U TUCTUHTAIMOHEH TaKbB, 32 U30sTBaHE

Ha MAC spoofing, u HadajieH opT ajipec
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®opmara Ha eaHo Firewall mpaBuiio e kakTo cienpa:

Switchid - yaukannoro ID Ha koMyTaTopa

src-inport - Ha4aJIeH MOPT aJipec

src-mac - HauasieH MAC anpec

dst-mac - nuctanumonen MAC anpec

dst-inport - TUCTAHIIMOHEH MOPT aapec

dl-type - Bux Ha mpoToKOIA

NW-proto - TpaHCIOPTHUS POk 1o koito [Pv4/IPv6/ICMP mie munaBa
priority - MIPUOPUTETHOCT HA MPABUIIOTO, MO-HUCKHUAT € C TO-BUCOKaTa
IPUOPUTETHOCT

dst-ip - nucranmonen IP agpec

src-ip - HavaneH [P aapec

action - 0 KaKbB HaYUH C€ MPOLEAUPA C JAJACHUS HaKeT

Anpec Ha KOHTpoJiepa KbM KOUTO 1a 0bae usnpared B JSON popmat npe3

KOMaHAHUS pejl Ha KOHTpoJiepa:

http://localhost:8080/wm/firewall/rules/json

3a 1a MOKeE J1a c€ BbBEJAT HY>KHUTE ITPAaBUJIA B IPABUIIHUA KOMYTATOP CE IPOBEPS

HeroBoTo ID B cTpanuna switches, koeTo 11e 0be U3M03JIBaHO B Ch3/1aBaHE Ha

Firewall npaBuna u Openflow nororu:

00:00:00:15:5d:58:03:30
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3a nenauTe Ha AUIJIOMHATa paboTa € BbBEAEHO IIbPBO 3a0paHsABAIO BPB3KUTE

IMpaBHJIO, KaTO CJICA TOBA IIC 6T>I[aT pa3pCuiCHU CaMO HYKHUTC BPb3KU:

curl -X POST -d '{"switchid":
"00:00:00:15:5d:58:03:30","action":"DENY"}"
http://localhost:8080/wm/firewall/rules/json

Pa3pemasamo npasuiio ot Clientl go BG peering - Client 1
MAC:00:15:5d:58:03:15; src-port: 3 -> BG peering MAC:de:f2:69:79:83:a0;

src-port: 2 :

>>>>TCP+IPv4<<<L

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"3","src-mac" :"00:15:5d:58:03:15", "dst-mac"

:"de:f2:09:79:83:a0","dl-type":"IPV4", "nw-proto": "TCP","tp-src"
", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

""", "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json
curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30","src—-inport"

:"2", "src-mac" :"de:f2:09:79:83:a0", "dst-mac"

:"00:15:5d:58:03:15","dl-type":"IPV4", "nw-proto": "TCP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"M, "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json
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>>>>UDP+IPv4<<<<

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"3","src-mac" :"00:15:5d:58:03:15", "dst-mac"

:"de:£f2:09:79:83:a0","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

" vaction": "ALLOW"}

http://localhost:8080/wm/firewall/rules/json

curl -X POST -d

'"{"switchid":"00:00:00:15:5d:58:03:30", "src—-inport"

:"2","src-mac" :"de:f2:09:79:83:a0","dst-mac"

:"00:15:5d:58:03:15","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

""", "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>ARP<LL

curl -X POST -d
'"{"switchid":"00:00:00:15:5d:58:03:30", "src—-inport"

:"3", "src-mac" :"00:15:5d:58:03:15","dl-type":"ARP", "tp-src"
", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"', "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json
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curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"

:"2", "src-mac" :"de:£f2:09:79:83:a0","dl-type":"ARP", "tp-src"
", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"","action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>TCMP<<LLL

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src—-inport"
:"3","src-mac" :"00:15:5d:58:03:15", "dst-mac"
:"de:f2:09:79:83:a0", "nw-proto": "ICMP","tp-src" : "","tp-dst":
", "priority": "-2","dst-ip": "","src-ip": "","action":
"ALLOW"}' http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"2","src-mac" :"de:f2:09:79:83:a0", "dst-mac"
:"00:15:5d:58:03:15", "nw-proto": "ICMP","tp-src" : "","tp-dst":
", "priority": "-2","dst-ip": "","src-ip": "","action":

"ALLOW"}' http://localhost:8080/wm/firewall/rules/json

PaspemaBamo npasuio ot Client3 no BG peering - Client 3
MAC:00:15:5d:58:03:1¢; src-port: 5 -> BG peering MAC:de:f2:b9:79:83:a0;

src-port: 2 :

>>>>TCP+IPv4<<<<
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curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"

:"5", "src-mac" :"00:15:5d:58:03:1e","dst-mac"

:"de:f2:09:79:83:a0","dl-type":"IPV4", "nw-proto": "TCP","tp-src"

""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"', "action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json
curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"2","src-mac" :"de:f2:09:79:83:a0", "dst-mac"

:"00:15:5d:58:03:1e","dl-type":"IPV4", "nw-proto": "TCP","tp-src"

""’"tp_dst": ""’"priority": "_2"’"dst_ip": "","Src_ip":
mwn , llactionﬂ . I|ALLOWH } |

http://localhost:8080/wm/firewall/rules/json

>>>>UDP+IPv4<<<<

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"5", "src-mac" :"00:15:5d:58:03:1e","dst-mac"

:"de:f2:09:79:83:a0","dl-type":"IPV4", "nw-proto": "UDP", "tp-src"

""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"","action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json
curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"2","src-mac" :"de:f2:09:79:83:a0","dst-mac"

:"00:15:5d:58:03:1e","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
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""’"tp_dst": ""’"priority": "_2"’"dst_ip": "","Src_ip":
mwn , l|actionl| . I|ALLOWH } |

http://localhost:8080/wm/firewall/rules/json

>>>>ARP<LL

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"5", "src-mac" :"00:15:5d:58:03:1e","dl-type":"ARP", "tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

""", "action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"2", "src-mac" :"de:£f2:09:79:83:a0","dl-type":"ARP", "tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
" vaction": "ALLOW"}!

http://localhost:8080/wm/firewall/rules/json

>>>>TCMP<<LLL

curl -X POST -d

'"{"switchid":"00:00:00:15:5d:58:03:30", "src—-inport"
:"5", "src-mac" :"00:15:5d:58:03:1e","dst-mac"

:"de:f2:09:79:83:a0", "nw-proto": "ICMP","tp-src" : "","tp-dst":

""’"priority": "_2"’"dst_ip": "","SrC-ip": "","action":

"ALLOW"}' http://localhost:8080/wm/firewall/rules/json
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curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"
:"2","src-mac" :"de:f2:09:79:83:a0", "dst-mac"
:"00:15:5d:58:03:1e", "nw-proto": "ICMP","tp-src" : "","tp-dst":
""", "priority": "-2","dst-ip": "","src-ip": "","action":

"ALLOW"}' http://localhost:8080/wm/firewall/rules/json

PaspemaBamio npasuio ot Client 2 o IXP - client3 MAC:00:15:5d:58:03:1d;
src-port: 4 > ixp MAC:26:ec:bl:ed:29:86; src-port: 2 :

>>>>TCP+IPv4AKLL

curl -X POST -d

'"{"switchid":"00:00:00:15:5d:58:03:30", "src—-inport"

"4, "src-mac" :"00:15:5d:58:03:1d", "dst-mac"

:"26:ec:bl:ed:29:86","dl-type":"IPV4", "nw-proto": "TCP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"v, o "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"2","src-mac" :"26:ec:bl:ed:29:86","dst-mac"

:"00:15:5d:58:03:1d","dl-type":"IPV4", "nw-proto": "TCP","tp-src"
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""’"tp_dst": ""’"priority": "_2"’"dst_ip": "","Src_ip":
mwn , l|actionl| . I|ALLOWH } |

http://localhost:8080/wm/firewall/rules/json

>>>>UDP+IPvi4<<<<

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"4" , "src-mac" :"00:15:5d:58:03:1d", "dst-mac"

:"26:ec:bl:ed:29:86","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"","action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"

:"2", "src-mac" :"26:ec:bl:ed:29:86","dst-mac"

:"00:15:5d:58:03:1d","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

""", "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>ARP<LL

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"4", "src-mac" :"00:15:5d:58:03:1d","dl-type" :"ARP", "tp-src"

"","tp_dst": ""’"priority": l|_2l|,"dst_ip": "","SIC—ip":
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"v o "action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"2","src-mac" :"26:ec:bl:ed:29:86","dl-type" :"ARP", "tp-src"
", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

" vaction": "ALLOW"}!

http://localhost:8080/wm/firewall/rules/json

>>>>TCMP<<LL

curl -X POST -d
'"{"switchid":"00:00:00:15:5d:58:03:30", "src—-inport"
"4, "src-mac" :"00:15:5d:58:03:1d", "dst-mac"

:"26:ec:bl:ed:29:86", "nw-proto": "ICMP","tp-src" : "","tp-dst":

"","priority": "-2","dst-ip": "","src-ip": "","action":
"ALLOW"}' http://localhost:8080/wm/firewall/rules/json
curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src—-inport"

:"2", "src-mac" :"26:ec:bl:ed:29:86","dst-mac"

:"00:15:5d:58:03:1d", "nw-proto": "ICMP","tp-src" : "","tp-dst":

’"priority": "_2"’"dst_ip": "","Src_ip": "","action":

"ALLOW"}' http://localhost:8080/wm/firewall/rules/json
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Pa3pemasamo npasuiio ot ISP1 go IXP - ISP1 MAC:00:15:5d:58:03:1f; src-port:

1 ->IXP MAC:26:ec:bl:ed:29:86; src-port: 2 :
>>>>TCP+IPv4<<<<
curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"1","src-mac" :"00:15:5d:58:03:1f", "dst-mac"

:"26:ec:bl:ed:29:86","dl-type":"IPV4", "nw-proto": "TCP","tp-src"

", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"","action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json
curl -X POST -d
'"{"switchid":"00:00:00:15:5d:58:03:30", "src—-inport"

:"2","src-mac" :"26:ec:bl:ed:29:86","dst-mac"

:"00:15:5d:58:03:1f","dl-type":"IPV4", "nw-proto": "TCP","tp-src"

""’"tp_dst": ""’"priority": "_2"’"dst_ip": "","Src_ip":
" "’ "action" : "ALLOW"} |

http://localhost:8080/wm/firewall/rules/json

>>>>UDP+IPvi<<<

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"
:"1","src-mac" :"00:15:5d:58:03:1f","dst-mac"

:"26:ec:bl:ed:29:86","dl-type":"IPV4", "nw-proto": "UDP","tp-src"

""’"tp_dst": ""’"priority": "_2"’"dst_ip": "","Src_ip":
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mww , "actionﬂ : "ALLOW"} |

http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"0

:"2", "src-mac"

0:00:00:15:5d:58:03:30", "src—inport"
:"26:ec:bl:ed:29:86", "dst-mac"

:"00:15:5d:58:03:1f","dl-type":"IPV4", "nw-proto": "UDP", "tp-src"

" "’ l|tp_dstl| .

""’"priority": "_2"’"dst_ip": "","SIC—ip"I

mwn , "action" : "ALLOW" } |

http://localhost:8080/wm/firewall/rules/json

>>>>ARP<LLL

curl -X POST -d
"{"switchid":"0
:"1", "src-mac"

""’ "tp_dst": mww

0:00:00:15:5d:58:03:30", "src—-inport"
:"00:15:5d:58:03:1f","dl-type":"ARP", "tp-src"

,"priority": "—2","dSt—ip"2 "","src—ip":

mww , "action" : "ALLOW" } |

http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"0
:"2", "src-mac"

""’"tp_dst": mwwn

0:00:00:15:5d:58:03:30", "src—inport"
:"26:ec:bl:ed:29:86","dl-type" :"ARP", "tp-src"

,"priority": "_2","dSt_ip": "","Src—ip";

mwn , l|actionl| . I|ALLOWH } |

http://localhost:8080/wm/firewall/rules/json

>>>>TCMP<<LLL
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curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src—-inport"
:"1","src-mac" :"00:15:5d:58:03:1f","dst-mac"
:"26:ec:bl:ed:29:86", "nw-proto": "ICMP","tp-src" : "","tp-dst":
", "priority": "-2","dst-ip": "","src-ip": "","action":
"ALLOW"}' http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"2","src-mac" :"26:ec:bl:ed:29:86","dst-mac"
:"00:15:5d:58:03:1f", "nw-proto": "ICMP","tp-src" : "","tp-dst":

""’"priority": "_2"’"dst_ip": ,"Src_ip": "","action":

"ALLOW"}' http://localhost:8080/wm/firewall/rules/json

Paspemagaio npasuiio ot ISP2 go IXP - ISP2 MAC:00:15:5d:58:03:20; src-port:
6 -> IXP MAC:26:ec:bl:ed:29:86; src-port: 2 :

>>>>TCP+IPv4E<<<L

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"oe","src-mac" :"00:15:5d:58:03:20", "dst-mac"
:"26:ec:bl:ed:29:86","dl-type":"IPV4", "nw-proto": "TCP","tp-src"

", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"","action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json
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curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"

:"2","src-mac" :"26:ec:bl:ed:29:86","dst-mac"

:"00:15:5d:58:03:20","dl-type":"IPV4", "nw-proto": "TCP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"', "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>UDP+IPv4<<<<

curl -X POST -d
'"{"switchid":"00:00:00:15:5d:58:03:30", "src—-inport"
:"6","src—mac" :"00:15:5d:58:03:20", "dst-mac"
:"26:ec:bl:ed:29:86","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
""", "action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json
curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"2","src-mac" :"26:ec:bl:ed:29:86","dst-mac"
:"00:15:5d:58:03:20","dl-type":"IPV4", "nw-proto": "UDP", "tp-src"
", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"v,"action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>ARP<LL
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curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"

:"6", "src-mac" :"00:15:5d:58:03:20","dl-type":"ARP", "tp-src"
", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"v, "action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"

:"2", "src-mac" :"26:ec:bl:ed:29:86","dl-type" :"ARP", "tp-src"
", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"ro"action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>TCMP<LLLL

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"oe","src-mac" :"00:15:5d:58:03:20", "dst-mac"
:"26:ec:bl:ed:29:86", "nw-proto": "ICMP","tp-src" : "","tp-dst":
", "priority": "-2","dst-ip": "","src-ip": "","action":
"ALLOW"}' http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"2","src-mac" :"26:ec:bl:ed:29:86","dst-mac"
:"00:15:5d:58:03:20", "nw-proto": "ICMP","tp-src" : "","tp-dst":
", "priority": "-2","dst-ip": "","src-ip": "","action":

"ALLOW"}' http://localhost:8080/wm/firewall/rules/json



Pazpemasamo npaswiio ot Client 3 go ISP1 - client3 MAC:00:15:5d:58:03:1¢;
src-port: 5 > ispl MAC:00:15:5d:58:03:1f; src-port: 1 :

>>>>TCP+IPv4<<L

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"

:"5", "src-mac" :"00:15:5d:58:03:1e","dst-mac"

:"00:15:5d:58:03:1f","dl-type":"IPV4", "nw-proto": "TCP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"ro"action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"1","src-mac" :"00:15:5d:58:03:1f", "dst-mac"

:"00:15:5d:58:03:1e","dl-type":"IPV4", "nw-proto": "TCP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"v, "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>UDP+IPv4<<<<

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30","src—-inport"

:"5", "src-mac" :"00:15:5d:58:03:1e","dst-mac"

:"00:15:5d:58:03:1f","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"M, "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json
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curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"

:"1","src-mac" :"00:15:5d:58:03:1f","dst-mac"

:"00:15:5d:58:03:1e","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

""", "action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>ARP<<<L

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"5", "src-mac" :"00:15:5d:58:03:1e","dl-type" :"ARP", "tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

" ovaction": "ALLOW"}!
http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"

:"1", "src-mac" :"00:15:5d:58:03:1f","dl-type":"ARP", "tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"","action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>TCMP<LLL

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"
:"5", "src-mac" :"00:15:5d:58:03:1e","dst-mac"

:"00:15:5d:58:03:1f", "nw-proto": "ICMP","tp-src" : "","tp-dst":
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", "priority": "-2","dst-ip": "","src-ip": "","action":
"ALLOW"}' http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"1","src-mac" :"00:15:5d:58:03:1f","dst-mac"
:"00:15:5d:58:03:1e", "nw-proto”": "ICMP", "tp-src" : "","tp-dst":
", "priority": "-2","dst-ip": "","src-ip": "","action":

"ALLOW"}' http://localhost:8080/wm/firewall/rules/json

Pazpemasao npasuiio ot Client 1 go ISP 2 - client] MAC:00:15:5d:58:03:15;
src-port: 3 -> ISP 2 MAC:00:15:5d:58:03:20; src-port: 6 :

>>>>TCP+IPv4<<<<

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"
:"3","src-mac" :"00:15:5d:58:03:15", "dst-mac"
:"00:15:5d:58:03:20","dl-type":"IPV4", "nw-proto": "TCP","tp-src"
", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"ro"action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json
curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"oe","src-mac" :"00:15:5d:58:03:20", "dst-mac"
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:"00:15:5d:58:03:15","dl-type":"IPV4", "nw-proto": "TCP","tp-src"
""’"tp_dst": ""’"priority": "_2","dst_ip": "","Src_ip":
mww , "action" : "ALLOW" } |

http://localhost:8080/wm/firewall/rules/json

>>>>UDP+IPv4-w<<<<

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30", "src-inport"
:"3","src-mac" :"00:15:5d:58:03:15", "dst-mac"
:"00:15:5d:58:03:20","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"ro"action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json
curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"oe","src-mac" :"00:15:5d:58:03:20", "dst-mac"
:"00:15:5d:58:03:15","dl-type":"IPV4", "nw-proto": "UDP","tp-src"
""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"","action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>ARP<LLL

curl -X POST -d

"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"

:"3","src-mac" :"00:15:5d:58:03:15","dl-type" :"ARP", "tp-src"
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""", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":

"M, "action": "ALLOW"}'
http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
'"{"switchid":"00:00:00:15:5d:58:03:30", "src—-inport"
:"6","src-mac" :"00:15:5d:58:03:20","dl-type":"ARP", "tp-src"
", "tp-dst": "","priority": "-2","dst-ip": "","src-ip":
"","action": "ALLOW"}'

http://localhost:8080/wm/firewall/rules/json

>>>>TCMP<LLLL

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"3","src-mac" :"00:15:5d:58:03:15", "dst-mac"
:"00:15:5d:58:03:20", "nw-proto": "ICMP","tp-src" : "","tp-dst":
", "priority": "-2","dst-ip": "","src-ip": "","action":
"ALLOW"}' http://localhost:8080/wm/firewall/rules/json

curl -X POST -d
"{"switchid":"00:00:00:15:5d:58:03:30","src-inport"
:"e","src-mac" :"00:15:5d:58:03:20", "dst-mac"
:"00:15:5d:58:03:15", "nw-proto": "ICMP","tp-src" : "","tp-dst":
", "priority": "-2","dst-ip": "","src-ip": "","action":

"ALLOW"}' http://localhost:8080/wm/firewall/rules/json
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#& Controller (Home)

o St Firewall
7 Hosts

£ Links

& Topology '
b | atowre
A Access Control Lists
B8 Firewall Rules Table

Ll Statistics
@ Change Controllers
InPort DL Source MaskBit Dest. MaskBi
D = Switch - Source Dest. E E IP E IP

-1749209977  00:00:00:15:5d:58:03:30 3 00:15:5d:58:03:15 deff2:b9:79:83:a0 2048 0000 0 0000 0
-1329721084 00:00:00:15:5d:58:03:30 3 00:15:5d:58:03:15  00:15:5d:58:03:20 2048 0000 0 0000 0
-1254852154 = 00:00:00:15:5d:58:03:30 2 de:f2b879:83a0 00:155d:58:03:1e 2048 0000 0 0000 0
-1194601704  00:00:00:15:5d:58:03:30 5 00:15:5d:58:031e  00:15:5d:58:03:17T 2048 0000 0 0000 4]
-1136500289 = 00:00:00:15:5d:58:03:30 2 26:ecib1:ed:29:86  00:15:5d:58:03:1f 2048  0.0.00 0 0.0.00 0

@ur. 3.23. Firewall npasuna npe3 WEB unrtepdeiic

[IpoBepsiBa ce pabotara Ha firewall npaBunara:

B cpaBuenue ¢ ¢ur. 3.21:

rootGhg :“# ping 10.0.0.200
PING 16.0.0.200 (10.0.0.200) 56(84) bytes of data.
C

— 10.0.0.200 ping statistics —
packets transmitted, 0 received, 100+ packet loss, time 5010ms

®ur. 3.24 Bpb3kaTa Ha cBbp3aHocT Mexay BG peering u Client 2
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64 bytes from 10.0.0.100: icmp_seqg=1 tt1=64 time=6.58 ms
64 bytes from 10.0.0.100: icmp_seq=2 ttl1=64 time=3.31 ms
64 bytes from 10.0.0.100: icmp_seq=3 tt1=64 time=2.45 ms

— 10.0.0.100 ping statistics —
3 packets transmitted, 3 received, 02 packet los=z, time 2005ms
rtt mincavg-/max-smdev = 2.457-4.117-6.584-1.780 n=s

®ur.3.25 Cebpzanoct mexay BG peering u Client 1

3.4. Kondurypauus Ha BGP mapuipytuzarop

3a peanM3apaHETO HA MPEXKOBH OOMEH I1ie Ob/Ie MHCTAIMPaH U KOH(UTYpUpaH
Quagga naxker, upe3 koiito 1ie ce koupurypupa BGP pyrep Ha cneqnure
YCTpPOWCTBA:

e BG peering, IXP peering, ISP1, ISP2,Client2 u Client3

3a xoHnpurypupanero Ha BGP pytep ce u3non3Bar BUpTyaJlHU MalllMHU:

e C(lient 1 - Mikrotik Cloud Router
e C(lient 2, Client 3, IXP 1 u IXP 2 - Ubuntu 16.04 OS + Quagga

Kondurypupanero na Quagga cbpBU3 c€ yCHIIECTBSIBA MO CJICTHUS HAYUH:

AKTyaJ'H/BapaT CC INIAKCTUTC Ha OIICPpAlITMOHHATA CUCTCMA.:

apt-get update
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WNucranupa ce Quagga chpBu3:

apt—-get install quagga

TpsibBa na ce pazpemu cse curypHoct [IPv4 u IPv6 pytupane Ha nakeru:

echo "net.ipvéd.conf.all.forwarding=1" | sudo tee -a

/etc/sysctl.conf

pe3yirar: net.ipv4.conf.all.forwarding=1

echo "net.ipvéd.conf.default.forwarding=1" | sudo tee -a

/etc/sysctl.conf

pe3yirar: net.ipv4.conf.default.forwarding=1

sed's/#net.ipv6.conf.all.forwarding=1l/net.ipv6.conf.all.forwardi

ng=1/g' /etc/sysctl.conf | sudo tee /etc/sysctl.conf

echo "net.ipvé6.conf.default.forwarding=1" | sudo tee -a

/etc/sysctl.conf

sysctl -p
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Cb3aaBar ce Hy)KHUTE KOH(GUTYpAITMOHHU (hailyioBe, KOUTO CITyKaT 3a Pa3IMUHUTE

BUJIOBE TIPOTOKIIN, KOUTO quagga MOXe Ja pyTHpa:

nano /etc/quagga/babeld.conf
nano /etc/quagga/bgpd.conf

nano /etc/quagga/isisd.conf
nano /etc/quagga/ospfod.conf
nano /etc/quagga/ospfd.conf
nano /etc/quagga/ripd.conf

nano /etc/quagga/ripngd.conf

nano /etc/quagga/vtysh.conf

nano /etc/quagga/zebra.conf

3a menra Ha TUIUIOMHATa padoTa e Objie pasrienan /etc/quagga/bgpd.conf u
MO-KOHKPETHO YacTTa KosTo 3acsira Mapuipytusanusata Ha 10.0.0.0/8 mpexu,

KOSITO TIOJI ITOIpa30upane € CrpsiHa :

access-list Internet deny 127.0.0.0/8

# Loopback

access-list Internet permit 192.0.0.0/29

# DS-Lite

access-list Internet permit 192.0.0.0/24

# IETF Protocol Assignments
access—-list Internet permit 192.0.2.0/24

# TEST-NET-1

access-list Internet permit 198.51.100.0/24
# TEST-NET-2

access—-list Internet permit 203.0.113.0/24
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# TEST-NET-3

access-list Internet permit 240.0.0.0/4

# Reserved for Future Use

access-1list Internet permit any

# RFC 6890

ipv6 access-list Internet permit 2001::/23

# IETF Protocol Assignments

ipvé access-list Internet permit 2001:db8::/32
# Documentation

ipv6 access-list Internet permit 2001:10::/28
# Overlay Routable Cryptographic Hash IDentifiers
ipv6 access-list Internet permit 2000::/3

# RFC 6890

ToBa ce npomens B koHpurypanronuure (aitsiose 3a Bcuuku BGP pytepu.

3a Bceku OT/IeNIeH (paiil onoMeHaT o-rope TpsioBa aa ce mMpoMH COOCTBEHOCTTa U

INEPMUCHUHUTEC, KAKTO CJICABA:

chown quagga:quagga /etc/quagga/babeld.conf && chmod 640
/etc/quagga/babeld.conf

chown quagga:quagga /etc/quagga/bgpd.conf && chmod 640
/etc/quagga/bgpd.conf

chown quagga:quagga /etc/quagga/isisd.conf && chmod 640
/etc/quagga/isisd.conf

chown quagga:quagga /etc/quagga/ospféd.conf && chmod 640

/etc/quagga/ospfed.conf
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chown quagga:quagga /etc/quagga/ospfd.conf && chmod 640
/etc/quagga/ospfd.conf

chown quagga:quagga /etc/quagga/ripd.conf && chmod 640
/etc/quagga/ripd.conf

chown quagga:quagga /etc/quagga/ripngd.conf && chmod 640
/etc/quagga/ripngd.conf

chown quagga:quaggavty /etc/quagga/vtysh.conf && chmod 660
/etc/quagga/vtysh.conf

chown quagga:quagga /etc/quagga/zebra.conf && chmod 640

/etc/quagga/zebra.conf

[To To3u HauMH MOTpeOUTET:quagga MOXKeE JIa YeTe U Jia Nuile BB (aiina, a rpymna:
quagga Moxe n1a yere. CiaenBaioTo KoeTo TpsOBa Ja ce HalpaBH € J1a ce

yIIOMEHAT Ha quagga JIeMOHA KOH ITPOTOKOJIM MOKE JIa MapIIpyTU3HPA:

nano /etc/quagga/daemons
zebra=yes

bgpd=yes

ospfd=no

ospfed=no

ripd=no

ripngd=no

isisd=no

babeld=no

HampaBenu ca mpomenu B telnet koHpuUryparmonsaus ¢aiin Ha oneparoHHaTa

CHCTCMaA.
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nano /etc/quagga/debian.conf

vtysh enable=yes

zebra options=" --daemon -A 127.0.0.1 -P 2601 -u gquagga -g
quagga"
bgpd options=" --daemon -A 127.0.0.1 -P 2605 -u quagga -g quagga

--retain -p 179"

ospfd options=" --daemon -A 127.0.0.1 -P 2604 -u quagga -g
quagga"

ospfod options=" --daemon -A ::1 -P 2606 -u quagga -g quagga"
ripd options=" --daemon -A 127.0.0.1 -P 2602 -u gquagga -g
quagga"

ripngd options=" --daemon -A ::1 -P 2603 -u quagga -g quagga"
isisd options=" --daemon -A 127.0.0.1 -P 2608 -u quagga -g
quagga"

babeld options=" --daemon -A 127.0.0.1 -P 2609 -u quagga -g
quagga"

3a ;a BIs3aT MO-TOPHUTE MPOMEHU B CHJIa, quagga MPIIOKEHUETO TPsiOBa /1a ce

pecraptupa:

/etc/init.d/quagga restart

3a na ce Bie3e B pexxuM Ha koHurypanus Ha BGP pyTepa ce nuiie B koMaHHusA

pea B root pexKHUM:

vtysh
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Kon¢urypanusta Ha ycTpolicTBaTa € KakTo clie/Ba:

BG exchange:

router bgp 64600

bgp router-id 10.0.0.10

neighbor 10.0.0.100 remote-as 64700 (Client 1)
neighbor 10.0.0.250 remote-as 64900 (Client 3)

router bgp 64600
bgp router-id 10.0.0.10
neighbor 10.0.0.100 remote-as 64700

neighbor 10.0.0.100 distribute-list 2 in
neighbor 10.0.0.250 remote-as 64900
neighbor 10.0.0.250 distribute-list 1 in

®ur. 3.26 Kondurypanusra na BG peering

IXP exchange:

router bgp 64500

bgp router-id 10.0.0.20

neighbor 10.0.0.200 remote-as 64800 (Client 2)
neighbor 10.0.0.50 remote-as 65501(ISP 1)
neighbor 10.0.0.60 remote-as 65502 (ISP2)

gp b
bgp router—id 10.0.0.20

neighbor 10.0.0.50 remote-as 65501
neighbor 10.0.0.60 remote-as 65502
neighbor 10.0.0.200 remote-as 64800

@ur. 3.27 Kondurypanus na [ XP

79



ISP 1:

Router bgp 65501

Bgp router-id 10.0.0.50

neighbor 10.0.0.20 remote-as 64500 (IXP)
neighbor 10.0.0.250 remote-as 64900 (Client 3)

ISP 2:

Router bgp 65502

BGP router-id 10.0.0.60

neighbor 10.0.0.20 remote-as 64500 (IXP)
neighbor 10.0.0.100 remote-as 64700 (Client1)

Client 1:

router bgp 64700

bgp router-id 10.0.0.100

neighbor 10.0.0.10 remote-as 64600 (BG)
neighbor 10.0.0.60 remote-as 65502 (ISP2)

Client 2:

router bgp 64800

Bgp router-id 10.0.0.200

neighbor 10.0.0.20 remote-as 64500 (IXP)
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Client 3:

Router bgp 64900

bgp router-id 10.0.0.250

neighbor 10.0.0.10 remote-as 64600(BG peering)
neighbor 10.0.0.50 remote-as 65501(ISP 1)

BuBenenu ca cnenaure distribute-list Ha KIMEHTCKUTE MAIIMHA, KATO TOBA HE €

NpsSK NpeAMET Ha TUIJIOMHaTa padoTa:

ISP 2

neighbor 10.0.0.20 distribute-list 2 out

access-list 2 deny 192.168.88.0 0.0.0.255

access-list 2 permit any

Cl

neighbor 10.0.0.10 distribute-list 2 out

access-list 2 deny 172.16.0.0 0.0.254.255

access-list 2 deny 172.16.2.0 0.0.254.255

access-list 2 permit any

C3

neighbor 10.0.0.10 distribute-list 2 out
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access-list 2 deny 192.168.0.0 0.0.254.255

access-list 2 deny 192.168.2.0 0.0.254.255

access-list 2 permit any

Taommna 3.1 Access-list 3a BGP

ip route

- kernel route, C - commected, 3 - static, B - RIP,

- 0O5PF, I - I5-1I5, B - BGP, P - FIM, A - Babel,
selected route, = - FIB route

0.0-8 [20-0] via 10.0.0.100 inactive, 00:44:21
> 10.0.0.0-8 is directly connected, ethd
> 127 .0.0.0-8 is directly connected, lo
B>« 172.16.4.192-26 [20-0] via 10.0.0.250, eth0, 00:44:17
B>« 192.168.88.0-24 [20-0] via 10.0.0.100, eth0, 00:44:21

@ur. 3.28 Pesynrar ot show ip route Ha BG peering
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4. 3akiIrodyeHue

JluruiomHata paboTa € u3rpajieHa Kato paboTocnocoOeH MPOTOTHUIT 3a
pemienue 3a Internet Exchange Point 6a3upano na Codryepno Jdedpunupana
Mpexa. KimrouoBoTo B Hes, € 4e upe3 codTyep € MOCTUTHATO YIpaBlIeHHE Ha
Mpeka U IoKa3Ba npmioxkuMoctTa Ha OpenFlow mpoTokona u cBbp3aHuTe
TEXHOJIOTHH.

1o BpeMe Ha M3Trpak1aHETO HA AEMOHCTPAHIIMOHHUS IIPOTOTHII Ca
CpelTHaTH U3BECTHH 3aTPyIHEHUS C TOBA Y€ BCE OIIE TTOBEUETO COPTYECpPHH
NPOAYKTH He ca cTabmiHu. ToBa O MOMpedrniio Ha UMIUIEMEHTUPAHETO UM B
peaniHa UHPPACTPYKTYpa.

Brnpeku ToBa, TEXHOTOTUYHUTE BH3MOXKHOCTH HA MMPOTOKOJIA, KOHTPOJIEpa
¥ BUPTYaJIHUAS KOMYTaTOp ca oOeraBamy 1 Ouxa IOBEIH IO 3HAYUTEITHO
nof00peHre U yJIeCHEHNE B KOMITIOTHPHUTE MPEKH.

bpaemu nenu Ha TUIIOMHATa paboTa BKIFOYBAT Jia ce Moa00pu
copTyepHUs KOHTPOJIEp WK Aa ce paboTH O Ch3/1aBaHETO Ha HOB TakbB. Mes O6u
OuII0 J1a ce HaIUIIIEe Ha BUCOKO-TIPOU3BOIUTENICH U BUCOKO-KOHKYPEHTEH €3HK,

Hanpumep Erlang (decto u3non3BaH 3a KOMyHUKAUOHHU TIPUIIOKEHHUS).
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